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Summary

CVE CVE-2014-0329

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-04 05:39:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The TELNET service on the ZTE ZXV10 W300 router 2.1.0 has a hardcoded password ending with airocon for the admin account, which allows remote attackers to obtain administrative access by leveraging knowledge of the MAC address characters present at the beginning of the password.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zte Zxv10 W300 2.1.0 All All All

Hardware Zte Zxv10 W300 2.1.0 All All All

References

Reference Source Link Tags

ZTE ZXV10 W300 Hardcoded Credentials ≈ Packet Storm MISC packetstormsecurity.com

Vulnerability Note VU#228886 - ZTE ZXV10 W300 router contains hardcoded credentials CERT-VN www.kb.cert.org US Government Resource

Multiple DSL Routers CVE-2014-0329 Hardcoded Credentials Security Bypass Vulnerability BID www.securityfocus.com

ALGUIEN EN LA FISI: Hackeando el router ZTE ZXV10 W300 v2.1 (El Portaretratos) MISC blog.alguien.at

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

102816 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

ZTE 2014-03-13 a representative According to the vulnerability found in ZTE ZXV10 W300 router version 2.1.0, a mitigation measure has been adopted in the W300 general frame structure versions after 2011, which means the ZTE ZXV10 W300 router produced since 2011 has closed the telnet default function to avoid the information security incident caused by such vulnerability. If any customer has a special requirement, please follow the instructions in our product manual to open the telnet function, but ZTE will not bear the legal liability for any security incident loss that might be the consequence of this operation. If you have any questions please contact us by calling our 24h service hotline +86-755-26770188.
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There are currently no legacy QID mappings associated with this CVE.
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