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Multiple cross-site scripting (XSS) vulnerabilities in PivotX before 2.3.9 allow remote authenticated users to inject arbitrary v

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pivotx Pivotx 2.1.0 All All All
Pivotx Pivotx 2.1.1 All All All
Pivotx Pivotx 2.1.2 All All All
Pivotx Pivotx 220 All All All
Pivotx Pivotx 2.2.0 b1 All All
Pivotx Pivotx 220 b2 All All
Pivotx Pivotx 2.2.0 rc All All
Pivotx Pivotx 2.2.1 All All All
Pivotx Pivotx 222 All All All
Pivotx Pivotx 2.2.3 All All All
Pivotx Pivotx 2.25 All All All
Pivotx Pivotx 2.3.0 All All All
Pivotx Pivotx 2.3.2 All All All
Pivotx Pivotx 2.3.3 All All All
Pivotx Pivotx 235 All All All
Pivotx Pivotx 2.3.6 All All All
Pivotx Pivotx 237 All All All
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Application Pivotx Pivotx 2.1.0 All All All
Application Pivotx Pivotx 2.1.1 All All All
Application Pivotx Pivotx 2.1.2 All All All
Application Pivotx Pivotx 220 All All All
Application Pivotx Pivotx 2.2.0 b1 All All
Application Pivotx Pivotx 2.2.0 b2 All All
Application Pivotx Pivotx 2.2.0 rc All All
Application Pivotx Pivotx 2.2.1 All All All
Application Pivotx Pivotx 222 All All All
Application Pivotx Pivotx 2.2.3 All All All
Application Pivotx Pivotx 225 All All All
Application Pivotx Pivotx 2.3.0 All All All
Application Pivotx Pivotx 2.3.2 All All All
Application Pivotx Pivotx 2.3.3 All All All
Application Pivotx Pivotx 2.35 All All All
Application Pivotx Pivotx 2.3.6 All All All
Application Pivotx Pivotx 2.3.7 All All All
Application Pivotx Pivotx All All All All
Reference Source Link Tags

Security - PivotX CONFIRM  pivotx.net Vendor Advisory
PivotX / Code / Commit [r4349] CONFIRM  sourceforge.net Exploit, Patch
PivotX / Code / Commit [r4345] CONFIRM  sourceforge.net Exploit, Patch
VU#901156 - PivotX 2.3.8 contains multiple vulnerabilities CERT-VN  www.kb.cert.org US Government Resource
PivotX 2.3.9 released. - PivotX Blog CONFIRM  blog.pivotx.net

PivotX CVE-2014-0341 Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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