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Summary

CVE CVE-2014-0351

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-10 18:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The FortiManager protocol service in Fortinet FortiOS before 4.3.16 and 5.x before 5.0.8 on FortiGate devices does not prevent use of anonymous ciphersuites, which makes it easier for man-in-the-middle attackers to obtain sensitive information or interfere with communications by modifying the client-server data stream.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fortinet Fortios 4.3.10 All All All

Operating System Fortinet Fortios 4.3.12 All All All

Operating System Fortinet Fortios 4.3.13 All All All

Operating System Fortinet Fortios 4.3.14 All All All

Operating System Fortinet Fortios 5.0.0 All All All

Operating System Fortinet Fortios 5.0.3 All All All

Operating System Fortinet Fortios 5.0.4 All All All

Operating System Fortinet Fortios 5.0.5 All All All

Operating System Fortinet Fortios 5.0.6 All All All

Operating System Fortinet Fortios 5.0.7 All All All

Operating System Fortinet Fortios 4.3.10 All All All

Operating System Fortinet Fortios 4.3.12 All All All

Operating System Fortinet Fortios 4.3.13 All All All

Operating System Fortinet Fortios 4.3.14 All All All

Operating System Fortinet Fortios 5.0.0 All All All

Operating System Fortinet Fortios 5.0.3 All All All

Operating System Fortinet Fortios 5.0.4 All All All
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Operating System Fortinet Fortios 5.0.4 All All All

Operating System Fortinet Fortios 5.0.5 All All All

Operating System Fortinet Fortios 5.0.6 All All All

Operating System Fortinet Fortios 5.0.7 All All All

Operating System Fortinet Fortios All All All All

References

Reference Source Link

Vulnerability Note VU#730964 - FortiNet FortiGate and FortiWiFi appliances contain multiple vulnerabilities CERT-VN www.kb.cert.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Fortinet FortiOS CVE-2014-0351 Man in the Middle Information Disclosure Vulnerability BID www.securityfocus.com

FortiGuard.com | FortiGate Vulnerabilities in FortiManager Service CONFIRM www.fortiguard.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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44143 FortiOS Denial of Service (DoS) Vulnerability (FG-IR-14-006)
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