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Certain versions of Misecuremessages from Amtelco contain the
following vulnerability:

Amtelco miSecureMessages allows remote attackers to read the
messages of arbitrary users via an XML request containing a valid
license key and a modified contactID value, as demonstrated by a
request from the iOS or Android application.

CVSS2 Score: 5 - MEDIUM
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PARTIAL NONE NONE

CVE References

Description Tags Link

AMTELCO miSecure Vulnerabilities | ICS-
CERT

US Government Resource

ics-cert.us-cert.gov

text/html

 MISC ics-cert.us-cert.gov/advisories/ICSA-14-121-01

401 - Unauthorized: Access is denied due
to invalid credentials.

service.amtelco.com

text/html

Inactive Link Not Archived

 MISC
service.amtelco.com/INFINITY/MSM/MSM6.2SecurityBriefing.pdf

Vulnerability Note VU#251628 - Amtelco
miSecureMessages app lacks
authentication

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#251628

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2014-0357 has been assigned by  cert@cert.org to track the vulnerability
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← Previous ID Next ID→

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Amtelco Misecuremessages - All All All

Application Amtelco Misecuremessages - All All All

No vendor comments have been submitted for this CVE
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