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Summary

CVE CVE-2014-0361

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-21 22:55:00 UTC

Updated 2014-05-05 05:31:00 UTC

Description The default configuration of IBM 4690 OS, as used in Toshiba Global Commerce Solutions 4690 POS and other products, hashes passwords with the ADXCRYPT algorithm, which makes it easier for context-dependent attackers to obtain sensitive information via unspecified cryptanalysis of an ADXCSOUF.DAT file.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Toshibacommerce 4690 Point Of Sale Operating System 6.2 All All All

Operating System Toshibacommerce 4690 Point Of Sale Operating System 6.3 All All All

Operating System Toshibacommerce 4690 Point Of Sale Operating System 6.4 All All All

Operating System Toshibacommerce 4690 Point Of Sale Operating System 6.2 All All All

Operating System Toshibacommerce 4690 Point Of Sale Operating System 6.3 All All All

Operating System Toshibacommerce 4690 Point Of Sale Operating System 6.4 All All All

References

Reference

IBM Security Bulletin: ADXCRYPT - United States

Vulnerability Note VU#622950 - Toshiba Global Commerce Solutions' 4690 Point of Sale operating system contains a password hashing algorithm that can be reversed

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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