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CVE CVE-2014-0363
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-30 10:49:00 UTC
Updated 2021-02-23 16:12:00 UTC
Description The ServerTrustManager component in the Ignite Realtime Smack XMPP API before 4.0.0-rc1 does not verify basicConstre
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Igniterealtime Smack All All All All

Application Igniterealtime Smack All All All All

Reference Source
Ignite Realtime Blog: (a)Smack 4.0.0-rc1 has be... | Ignite Realtime CONFIRM
Security Advisory SA59290 - Red Hat update for Red Hat JBoss BRMS - Secunia SECUNIA
Red Hat Customer Portal REDHAT
Security Advisory SA59291 - Red Hat update for Red Hat JBoss BPM Suite - Secunia SECUNIA
Ignite Realtime Smack API Multiple Information Disclosure Vulnerabilities BID

[SMACK-410] Any valid SSL server certificate can be used to perform a man-in-the-middle attack - Jive Software Open Source CONFIRM

Vulnerability Note VU#489228 - Ignite Realtime Smack XMPP API contains multiple vulnerabilities CERT-VN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2014-0363/mitre
https://cve.report/CVE-2014-0363/nist
https://cve.report/CVE-2014-0363/cve_org
https://cve.report/CVE-2014-0363.pdf
http://cve.report/vendor/igniterealtime
http://cve.report/software/igniterealtime/smack
http://cve.report/vendor/igniterealtime
http://cve.report/software/igniterealtime/smack
http://community.igniterealtime.org/blogs/ignite/2014/04/17/asmack-400-rc1-has-been-released
http://secunia.com/advisories/59290
http://rhn.redhat.com/errata/RHSA-2015-1176.html
http://secunia.com/advisories/59291
http://www.securityfocus.com/bid/67119
http://issues.igniterealtime.org/browse/SMACK-410
http://www.kb.cert.org/vuls/id/489228
https://www.cve.org/CVERecord?id=CVE-2014-0363
https://nvd.nist.gov/vuln/detail/CVE-2014-0363

There are currently no legacy QID mappings associated with this CVE.
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