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CVE CVE-2014-0420
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-15 16:08:00 UTC
Updated 2022-09-21 20:10:00 UTC
Description Unspecified vulnerability in the MySQL Server component in Oracle MySQL 5.5.34 and earlier, and 5.6.14 and earlier, allov

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Debian Debian Linux 7.0 All All All
Application Mariadb Mariadb All All All All
Application Oracle Mysql 5.5.0 All All All
Application Oracle Mysql 5.5.1 All All All
Application Oracle Mysql 5.5.10 All All All
Application Oracle Mysql 5.5.11 All All All
Application Oracle Mysal 55.12 All All All
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Application Oracle Mysq| 5.5.32 Al Al Al
Application Oracle Mysql 5.5.33 All All All
Application Oracle Mysql 554 All All All
Application Oracle Mysql 555 All All All
Application Oracle Mysql 5.5.6 All All All
Application Oracle Mysql 55.7 All All All
Application Oracle Mysql 5.5.9 All All All
Application Oracle Mysql 5.6.0 All All All
Application Oracle Mysql 5.6.1 All All All
Application Oracle Mysql 5.6.10 All All All
Application Oracle Mysql 5.6.11 All All All
Application Oracle Mysql 5.6.12 All All All
Application Oracle Mysql 5.6.13 All All All
Application Oracle Mysql 5.6.2 All All All
Application Oracle Mysql 5.6.3 All All All
Application Oracle Mysql 5.6.4 All All All
Application Oracle Mysql 5.6.5 All All All
Application Oracle Mysql 5.6.6 All All All
Application Oracle Mysql 5.6.7 All All All
Application Oracle Mysql 5.6.8 All All All
Application Oracle Mysql 5.6.9 All All All
Application Oracle Mysql All All All All
Application Oracle Mysql All All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Server 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
Operating System Redhat Enterprise Linux Workstation 5.0 All All All
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Oracle Critical Patch Update - January 2014

Oracle Solaris Third Party Bulletin - October 2015

Red Hat Customer Portal

Gentoo Linux Documentation -- MySQL: Multiple vulnerabilities

Debian -- Security Information -- DSA-2848-1 mysql-5.5

Security Advisory SA56580 - Ubuntu update for mysql - Secunia
USN-2086-1: MySQL vulnerabilities | Ubuntu

RETIRED: Oracle January 2014 Critical Patch Update Multiple Vulnerabilities
102077

Oracle MySQL Server CVE-2014-0420 Remote Security Vulnerability

Red Hat Customer Portal

Security Advisory SA56491 - Oracle MySQL Multiple Vulnerabilities - Secunia
CVE Program record

NVD vulnerability detail

1]
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BID
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BID

REDHAT

SECUNIA

CVE.ORG

NVD

www.oracle.com
www.oracle.com
rhn.redhat.com
security.gentoo.org
www.debian.org
secunia.com
ubuntu.com
www.securityfocus.com
osvdb.org
www.securityfocus.com
rhn.redhat.com
secunia.com
WWW.Cve.org

nvd.nist.gov

Vendor Advisc
Vendor Advisc

Third Party Ac

Third Party Ac
Permissions F
Third Party Ac
Third Party Ac
Broken Link
Third Party Ac
Third Party Ac
Permissions F
canonical

canonical, anz

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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