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CVE CVE-2014-0453
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-04-16 01:55:00 UTC
Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in Oracle Java SE 5.0u61, 6u71, 7u51, and 8; JRockit R27.8.1 and R28.3.1; and Java SE Embedc
i)

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 6.0 All All All
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Security Advisory SAbYUZZ - IBM APl Management Java | wo Vulnerabilities - Secunia

Security Advisory SA58415 - Ubuntu update for openjdk-6 - Secunia
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"[security bulletin] HPSBUX03092 SSRT101668 rev.1 - HP-UX running Java6, Remote Unauthorized Access, ' - MARC

About Secunia Research | Flexera

Red Hat Customer Portal

Security Advisory SA59082 - IBM InfoSphere Streams Java Multiple Vulnerabilities - Secunia

Security Bulletin: Security vulnerabilities in IBM SDK, Java™ Technology Edition (CVE-2014-0878, CVE-2014-0460, CVE-2014-0453, CVE-2(
IBM Support
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Security Advisory SA60580 - IBM WebSphere eXtreme Scale Java Multiple Vulnerabilities - Secunia

Security Advisory SA59722 - IBM Rational Connector for SAP Solution Manager Multiple Vulnerabilities - Secunia

IBM Security Bulletin: InfoSphere Streams is possibly affected by vulnerabilities in the IBM® SDK, Java™ Technology Edition (CVE-2014-045
Security Advisory SA59436 - IBM MessageSight Java Two Vulnerabilities - Secunia

Juniper Networks - 2015-10 Security Bulletin: Junos Space: Multiple Vulnerabilities in Junos Space - Knowledge Base

About Secunia Research | Flexera

IBM Security Bulletin: IBM Operational Decision Manager, WebSphere ILOG JRules and WebSphere Business Events: Multiple security vulne
Security Bulletin: Multiple security vulnerabilities exist in the IBM SDK, Java Technology Edition provided with WebSphere eXtreme Scale
IBM Security Bulletin: IBM Rational Connector for SAP Solution Manager (CVE-2014-0453) - United States

Security Advisory SA60574 - IBM WebSphere DataPower XC10 Java Security Vulnerability - Secunia

Security Advisory SA59438 - IBM Security Access Manager for Web / Security Access Manager for Mobile Multiple Vulnerabilities - Secunia
Security Advisory SA59675 - IBM IMS Enterprise Suite SOAP Gateway Java Security Vulnerability - Secunia

Security Advisory SA59104 - IBM InfoSphere Data Replication Dashboard Java Security Vulnerability - Secunia

Security Advisory SA60111 - IBM SmartCloud Provisioning Java Multiple Vulnerabilities - Secunia

Oracle Java SE CVE-2014-0453 Remote Security Vulnerability

IBM Security Bulletin: Multiple vulnerabilities exist in IMS Enterprise Suite SOAP Gateway (CVE-2014-0453, CVE-2013-4286, CVE-2013-432:
IBM Security Bulletin: Multiple vulnerabilities in current IBM SDK for Java - April 2014 CPU update for Lotus Quickr 8.5 for WebSphere Portal -
Oracle Critical Patch Update - April 2014

IBM Security Bulletin: Two java security vulnerabilities in IBM Security Access Manager for Mobile and IBM Security Access Manager for Web
Security Advisory SA59023 - IBM Multiple Products Java Two Vulnerabilities - Secunia

Red Hat Customer Portal

USN-2187-1: OpendDK 7 vulnerabilities | Ubuntu

Security Advisory SA59071 - IBM InfoSphere Streams Java Multiple Vulnerabilities - Secunia

About Secunia Research | Flexera

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security

IBM Security Bulletin: Multiple vulnerabilities in IBM Multi-Enterprise Integration Gateway (CVE-2014-0460, CVE-2014-0878, CVE-2014-0453)


http://secunia.com/advisories/59022
http://secunia.com/advisories/58415
http://www-01.ibm.com/support/docview.wss?uid=swg21677294
http://marc.info/?l=bugtraq&m=140852974709252&w=2
http://secunia.com/advisories/61264
https://access.redhat.com/errata/RHSA-2014:0414
http://secunia.com/advisories/59082
http://www.ibm.com/support/docview.wss?uid=swg21677387
http://www-947.ibm.com/support/entry/portal/docdisplay?lndocid=MIGR-5096132
http://www-01.ibm.com/support/docview.wss?uid=swg21683484
http://secunia.com/advisories/60580
http://secunia.com/advisories/59722
http://www-01.ibm.com/support/docview.wss?uid=swg21672080
http://secunia.com/advisories/59436
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10698
http://secunia.com/advisories/59324
http://www-01.ibm.com/support/docview.wss?uid=swg21674539
http://www-01.ibm.com/support/docview.wss?uid=swg21679610
http://www-01.ibm.com/support/docview.wss?uid=swg21675945
http://secunia.com/advisories/60574
http://secunia.com/advisories/59438
http://secunia.com/advisories/59675
http://secunia.com/advisories/59104
http://secunia.com/advisories/60111
http://www.securityfocus.com/bid/66914
http://www-01.ibm.com/support/docview.wss?uid=swg21678113
http://www.ibm.com/support/docview.wss?uid=swg21675588
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html
http://www-01.ibm.com/support/docview.wss?uid=swg21676703
http://secunia.com/advisories/59023
http://rhn.redhat.com/errata/RHSA-2014-0675.html
http://www.ubuntu.com/usn/USN-2187-1
http://secunia.com/advisories/59071
http://secunia.com/advisories/59307
http://security.gentoo.org/glsa/glsa-201502-12.xml
http://www.ibm.com/support/docview.wss?uid=swg21675343

Security Advisory SA60003 - IBM Financial Transaction Manager Java Two Vulnerabilities - Secunia

IBM Security Bulletin: Multiple vulnerabilities in IBM APl Management - United States

'[security bulletin] HPSBUX03091 SSRT101667 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC

USN-2191-1: OpendDK 6 vulnerabilities | Ubuntu

Security Bulletin: Multiple security vulnerabilities exist in the IBM SDK, Java Technology Edition provided with WebSphere DataPower XC10 A
Red Hat Customer Portal

Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities

Security Advisory SA59194 - IBM IMS Enterprise Suite Java Two Vulnerabilities - Secunia

Security Advisory SA59653 - IBM WebSphere Cast Iron Cloud Integration Java Security Vulnerability - Secunia

IBM Security Bulletin: Financial Transaction Manager (CVE-2014-0453 and CVE-2014-0460) - United States

Security Bulletin: Multiple vulnerabilities in the IBM SDK Java Technology Edition component of IBM MessageSight 1.0-1.1 (CVE-2014-0878,
IBM WebSphere Cast Iron Security Bulletin: Security vulnerability in IBM JRE 6 and IBM JRE 7 - United States
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Security Advisory SA59255 - IBM Lotus Quickr Java Two Vulnerabilities - Secunia

IBM SmartCloud Provisioning 2.1 Fix Pack 5 (SCP - 2.1.0.5) - United States

Security Advisory SA59250 - IBM Multi-Enterprise Integration Gateway Java Two Vulnerabilities - Secunia

Security Advisory SA59733 - IBM IMS Enterprise Suite SOAP Gateway Weakness and Vulnerability - Secunia

Security Advisory SA60117 - IBM SmartCloud Provisioning Weakness and Multiple Vulnerabilities - Secunia
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Security Advisory SA61050 - IBM Enterprise Common Collector (ECC) Java Two Vulnerabilities - Secunia

Security Bulletin: InfoSphere Data Replication Dashboard is affected by a vulnerability in the IBM Runtime Environment, Java™ Technology E
Red Hat Customer Portal

Security Advisory SA60498 - IBM Fabric Manager Java Two Vulnerabilities - Secunia

Debian -- Security Information -- DSA-2912-1 openjdk-6

IBM Security Bulletin: Multiple security vulnerabilities in IBM SDK, Java™ Technology Edition affect IBM SmartCloud Provisioning (CVE-2014-
CVE Program record
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4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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