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Summary

CVE CVE-2014-0460

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-16 01:55:00 UTC

Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in Oracle Java SE 5.0u61, 6u71, 7u51, and 8; JRockit R27.8.1 and R28.3.1; and Java SE Embedded 7u51 allows remote attackers to affect confidentiality and integrity via vectors related to JNDI.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Juniper Junos Space All All All All

Application Juniper Junos Space 15.1 All All All

Application Juniper Junos Space 15.1 All All All

Application Oracle Jdk 1.5.0 update61 All All

Application Oracle Jdk 1.5.0 update_61 All All

Application Oracle Jdk 1.6.0 update71 All All

Application Oracle Jdk 1.6.0 update_71 All All

Application Oracle Jdk 1.7.0 update51 All All

Application Oracle Jdk 1.8.0 All All All
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Application Oracle Jdk 1.8.0 All All All

Application Oracle Jdk 1.8.0 - All All

Application Oracle Jdk 1.5.0 update_61 All All

Application Oracle Jdk 1.6.0 update_71 All All

Application Oracle Jdk 1.7.0 update51 All All

Application Oracle Jdk 1.8.0 All All All

Application Oracle Jre 1.5.0 update61 All All

Application Oracle Jre 1.5.0 update_61 All All

Application Oracle Jre 1.6.0 update71 All All

Application Oracle Jre 1.6.0 update_71 All All

Application Oracle Jre 1.7.0 update51 All All

Application Oracle Jre 1.7.0 update_51 All All

Application Oracle Jre 1.8.0 All All All

Application Oracle Jre 1.8.0 - All All

Application Oracle Jre 1.5.0 update_61 All All

Application Oracle Jre 1.6.0 update_71 All All

Application Oracle Jre 1.7.0 update_51 All All

Application Oracle Jre 1.8.0 All All All

Application Oracle Jrockit r27.8.1 All All All

Application Oracle Jrockit r28.3.1 All All All

Application Oracle Jrockit r27.8.1 All All All

Application Oracle Jrockit r28.3.1 All All All
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Security Advisory SA59082 - IBM InfoSphere Streams Java Multiple Vulnerabilities - Secunia
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IBM notice: The page you requested cannot be displayed
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Oracle Java SE CVE-2014-0460 Remote Security Vulnerability

Security Advisory SA59023 - IBM Multiple Products Java Two Vulnerabilities - Secunia

Red Hat Customer Portal

USN-2187-1: OpenJDK 7 vulnerabilities | Ubuntu

Security Advisory SA59071 - IBM InfoSphere Streams Java Multiple Vulnerabilities - Secunia

About Secunia Research | Flexera

Security Advisory SA59705 - IBM Content Collector Java Two Vulnerabilities - Secunia

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security

IBM Security Bulletin: Multiple vulnerabilities in IBM Multi-Enterprise Integration Gateway (CVE-2014-0460, CVE-2014-0878, CVE-2014-0453) - United States

Security Advisory SA60003 - IBM Financial Transaction Manager Java Two Vulnerabilities - Secunia

IBM Security Bulletin: Multiple vulnerabilities in IBM API Management - United States
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USN-2191-1: OpenJDK 6 vulnerabilities | Ubuntu
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Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities

IBM Security Bulletin: Financial Transaction Manager (CVE-2014-0453 and CVE-2014-0460) - United States

Security Bulletin: Multiple vulnerabilities in the IBM SDK Java Technology Edition component of IBM MessageSight 1.0-1.1 (CVE-2014-0878, CVE-2014-0460 & CVE-2014-0453)

Security Advisory SA59255 - IBM Lotus Quickr Java Two Vulnerabilities - Secunia

IBM SmartCloud Provisioning 2.1 Fix Pack 5 (SCP - 2.1.0.5) - United States

Security Advisory SA59250 - IBM Multi-Enterprise Integration Gateway Java Two Vulnerabilities - Secunia

Security Advisory SA59516 - IBM Content Collector Java JNDI Vulnerability - Secunia

Security Advisory SA59704 - IBM Content Collector Multiple Vulnerabilities - Secunia
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Red Hat Customer Portal

Debian -- Security Information -- DSA-2912-1 openjdk-6
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IBM Security Bulletin: IBM Lotus Expeditor fixes for multiple vulnerabilities in IBM JRE - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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