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CVE CVE-2014-0461
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-16 01:55:10 UTC
Updated 2026-05-06 22:30:45 UTC
Description Unspecified vulnerability in Oracle Java SE 6u71, 7u51, and 8, and Java SE Embedded 7u51, allows remote attackers to a

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 10.04 All All All


https://cve.report/
https://cve.report/CVE-2014-0461/mitre
https://cve.report/CVE-2014-0461/nist
https://cve.report/CVE-2014-0461/cve_org
https://cve.report/api/cve/CVE-2014-0461.json
https://cve.report/CVE-2014-0461.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Ibm Forms Viewer All All All All
Application Oracle Jak 1.6.0 update71 All All
Application Oracle Jdk 1.7.0 update51 All All
Application Oracle Jak 1.8.0 - All All
Application Oracle Jre 1.6.0 update71 All All
Application Oracle Jre 1.7.0 update51 All All
Application Oracle Jre 1.8.0 - All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

'[security bulletin] HPSBUX03091 SSRT101667 rev.1 - HP-UX running Java7, Remote Unauthorized Access, ' - MARC
Red Hat Customer Portal

Oracle Critical Patch Update - April 2014

Red Hat Customer Portal

IBM Security Bulletin: Multiple vulnerabilities in IBM SDK for Java included with IBM Forms Viewer - United States
Security Advisory SA58415 - Ubuntu update for openjdk-6 - Secunia

USN-2191-1: OpendDK 6 vulnerabilities | Ubuntu

IBM Security Bulletin: InfoSphere Streams is possibly affected by vulnerabilities in the IBM® SDK, Java™ Technology Edition (CVE-2014-045
Red Hat Customer Portal

Security Advisory SA58974 - IBM Forms Viewer Multiple Java Vulnerabilities - Secunia

Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities

Red Hat Customer Portal

IBM Security Bulletin: IBM Lotus Expeditor fixes for multiple vulnerabilities in IBM JRE - United States

Security Advisory SA59058 - IBM Lotus Expeditor Multiple Java Vulnerabilities - Secunia

Oracle Java SE CVE-2014-0461 Remote Security Vulnerability

[ P P [ W TR DY SEGUSS PR NOA AN4A 4 il A


http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/ibm
http://cve.report/software/ibm/forms_viewer
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jre
http://cve.report/vendor/na
http://cve.report/software/na/n/a
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http://rhn.redhat.com/errata/RHSA-2014-0675.html
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html
http://rhn.redhat.com/errata/RHSA-2014-0685.html
https://www.ibm.com/support/docview.wss?uid=swg21675973
http://secunia.com/advisories/58415
http://www.ubuntu.com/usn/USN-2191-1
http://www-01.ibm.com/support/docview.wss?uid=swg21672080
https://access.redhat.com/errata/RHSA-2014:0414
http://secunia.com/advisories/58974
http://security.gentoo.org/glsa/glsa-201406-32.xml
https://access.redhat.com/errata/RHSA-2014:0413
http://www-01.ibm.com/support/docview.wss?uid=swg21676746
http://secunia.com/advisories/59058
http://www.securityfocus.com/bid/66902
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USN-2187-1: OpenJDK 7 vulnerabilities | Ubuntu

Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security

"[security bulletin] HPSBUX03092 SSRT101668 rev.1 - HP-UX running Java6, Remote Unauthorized Access, ' - MARC
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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