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Multiple directory traversal vulnerabilities in GNU C Library (aka glibc or libc6) before 2.20 allow context-dependent attackel
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Glibc 2.0 All All All
Gnu Glibc 2.0.1 All All All
Gnu Glibc 2.0.2 All All All
Gnu Glibc 2.0.3 All All All
Gnu Glibc 2.04 All All All
Gnu Glibc 2.05 All All All
Gnu Glibc 2.0.6 All All All
Gnu Glibc 2.1 All All All
Gnu Glibc 2.1.1 All All All
Gnu Glibc 2116 All All All
Gnu Glibc 2.1.2 All All All
Gnu Glibc 2.1.3 All All All
Gnu Glibc 2.1.9 All All All
Gnu Glibc 2.10.1 All All All
Gnu Glibc 2.1 All All All
Gnu Glibc 2111 All All All
Gnu Glibc 2.11.2 All All All
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Red Hat Customer Portal

Support / Security / Advisories / / MDVSA-2014:152 | Mandriva

Debian -- Security Information -- DSA-2976-1 eglibc

linux.oracle.com | ELSA-2015-0092 - glibc security update

GNU glibc Locale Environment Handling Directory Traversal Vulnerability

GNU C Library: Multiple vulnerabilities (GLSA 201602-02) — Gentoo Security

oss-security - CVE-2014-0475: glibc directory traversal in LC_* locale handling

oss-security - Re: CVE-2014-0475: glibc directory traversal in LC_* locale handling

17137 — (CVE-2014-0475) Directory traversal in locale environment handling (CVE-2014-0475)

Glibc Directory Traversal in Processing LC_* Environment Variables May Let Local Users Gain Elevated Privileges - SecurityTracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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