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CVE CVE-2014-0476
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-25 22:55:00 UTC
Updated 2017-09-19 01:36:00 UTC
Description The slapper function in chkrootkit before 0.50 does not properly quote file paths, which allows local users to execute arbitra

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All Its All
Operating System Canonical Ubuntu Linux 12.04 All Its All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 10.04 All Its All
Operating System Canonical Ubuntu Linux 12.04 All Its All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Application Chkrootkit Chkrootkit All All All All
References
Reference Source Link Tags
Debian -- Security Information -- DSA-2945-1 chkrootkit DEBIAN www.debian.org

chkrootkit: Local privilege escalation (GLSA 201709-05) — Gentoo security GENTOO security.gentoo.org
107710 OSvDB osvdb.org
Chkrootkit Local Privilege Escalation = Packet Storm MISC packetstormsecurity.com

Chkrootkit - Privilege Escalation (Metasploit) EXPLOIT-DB  www.exploit-db.com
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https://www.exploit-db.com/exploits/38775/

chkrootkit -- locally checks for signs of a rootkit CONFIRM www.chkrootkit.org Vendor Advisory
USN-2230-1: chkrootkit vulnerability | Ubuntu UBUNTU www.ubuntu.com

oss-security - CVE-2014-0476 chkrootkit vulnerability MLIST www.openwall.com Exploit

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710350 Gentoo Linux chkrootkit Local privilege escalation Vulnerability (GLSA 201709-05)
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