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Summary

CVE CVE-2014-0477

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-03 17:55:00 UTC

Updated 2015-11-04 19:00:00 UTC

Description The parse function in Email::Address module before 1.905 for Perl uses an inefficient regular expression, which allows remote attackers to cause a denial of service (CPU consumption) via an empty quoted string in an RFC 2822 address.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
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References

Reference Source Link

Security Advisory SA61981 - SUSE update for perl-Email-Address - Secunia SECUNIA secunia.com

Security Advisory SA59333 - Perl Email::Address Module E-mail Quoted String Denial of Service Vulnerability - Secunia SECUNIA secunia.com

Email-Address/Changes at master · Perl-Email-Project/Email-Address · GitHub CONFIRM github.com

1110723 – (CVE-2014-0477) CVE-2014-0477 perl-Email-Address: Denial-of-Service in Email::Address::parse MISC bugzilla.redhat.com

Debian -- Security Information -- DSA-2969-1 libemail-address-perl DEBIAN www.debian.org

Email-Address-1.905 - RFC 2822 Address Parsing and Creation - metacpan.org CONFIRM metacpan.org

Security Advisory SA59212 - Debian update for libemail-address-perl - Secunia SECUNIA secunia.com

oss-sec: CVE-2014-0477: Email::Address: Denial-of-Service in Email::Address::parse MLIST seclists.org

quoted part can be empty · Perl-Email-Project/Email-Address@83f8306 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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