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Summary

CVE CVE-2014-0508

State PUBLISHED

Assigner adobe

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-08 23:55:06 UTC

Updated 2026-05-06 22:30:45 UTC

Description Adobe Flash Player before 11.7.700.275 and 11.8.x through 13.0.x before 13.0.0.182 on Windows and OS X and before 11.2.202.350 on Linux, Adobe AIR before 13.0.0.83 on Android, Adobe AIR SDK before 13.0.0.83, and Adobe AIR SDK & Compiler before 13.0.0.83 allow attackers to bypass intended access restrictions and obtain sensitive information via unspecified vectors.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Adobe Air 1.0 All All All

Application Adobe Adobe Air 1.0.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2014-0508/mitre
https://cve.report/CVE-2014-0508/nist
https://cve.report/CVE-2014-0508/cve_org
https://cve.report/api/cve/CVE-2014-0508.json
https://cve.report/CVE-2014-0508.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air


Application Adobe Adobe Air 1.0.1 All All All

Application Adobe Adobe Air 1.0.4990 All All All

Application Adobe Adobe Air 1.0.8.4990 All All All

Application Adobe Adobe Air 1.1 All All All

Application Adobe Adobe Air 1.1.0.5790 All All All

Application Adobe Adobe Air 1.5 All All All

Application Adobe Adobe Air 1.5.0.7220 All All All

Application Adobe Adobe Air 1.5.1 All All All

Application Adobe Adobe Air 1.5.1.8210 All All All

Application Adobe Adobe Air 1.5.2 All All All

Application Adobe Adobe Air 1.5.3 All All All

Application Adobe Adobe Air 1.5.3.9120 All All All

Application Adobe Adobe Air 1.5.3.9130 All All All

Application Adobe Adobe Air 2.0.2 All All All

Application Adobe Adobe Air 2.0.2.12610 All All All

Application Adobe Adobe Air 2.0.3 All All All

Application Adobe Adobe Air 2.0.3.13070 All All All

Application Adobe Adobe Air 2.0.4 All All All

Application Adobe Adobe Air 2.5.0.16600 All All All

Application Adobe Adobe Air 2.5.1.17730 All All All

Application Adobe Adobe Air 2.6 All All All

Application Adobe Adobe Air 2.6.0.19120 All All All

Application Adobe Adobe Air 2.6.0.19140 All All All

Application Adobe Adobe Air 2.7 All All All

Application Adobe Adobe Air 2.7.0.1948 All All All

Application Adobe Adobe Air 2.7.0.19480 All All All

Application Adobe Adobe Air 2.7.0.1953 All All All

Application Adobe Adobe Air 2.7.0.19530 All All All

Application Adobe Adobe Air 2.7.1 All All All

Application Adobe Adobe Air 2.7.1.19610 All All All

Application Adobe Adobe Air 3.0.0.408 All All All

Application Adobe Adobe Air 3.0.0.4080 All All All

Application Adobe Adobe Air 3.1.0.485 All All All

Application Adobe Adobe Air 3.1.0.488 All All All

Application Adobe Adobe Air 3.1.0.4880 All All All

Application Adobe Adobe Air 3.2.0.207 All All All
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Application Adobe Adobe Air 3.2.0.207 All All All

Application Adobe Adobe Air 3.2.0.2070 All All All

Application Adobe Adobe Air 3.3.0.3670 All All All

Application Adobe Adobe Air 3.4.0.2540 All All All

Application Adobe Adobe Air 3.4.0.2710 All All All

Application Adobe Adobe Air 3.5.0.1060 All All All

Application Adobe Adobe Air 3.5.0.600 All All All

Application Adobe Adobe Air 3.5.0.880 All All All

Application Adobe Adobe Air 3.5.0.890 All All All

Application Adobe Adobe Air 3.6.0.597 All All All

Application Adobe Adobe Air 3.6.0.6090 All All All

Application Adobe Adobe Air 3.7.0.1530 All All All

Application Adobe Adobe Air 3.7.0.1860 All All All

Application Adobe Adobe Air 3.7.0.2090 All All All

Application Adobe Adobe Air 3.8.0.870 All All All

Application Adobe Adobe Air 3.8.0.910 All All All

Application Adobe Adobe Air 3.9.0.1030 All All All

Application Adobe Adobe Air 3.9.0.1060 All All All

Application Adobe Adobe Air 3.9.0.1210 All All All

Application Adobe Adobe Air 3.9.0.1380 All All All

Application Adobe Adobe Air All All All All

Application Adobe Adobe Air Sdk 3.0.0.4080 All All All

Application Adobe Adobe Air Sdk 3.1.0.488 All All All

Application Adobe Adobe Air Sdk 3.2.0.2070 All All All

Application Adobe Adobe Air Sdk 3.3.0.3650 All All All

Application Adobe Adobe Air Sdk 3.3.0.3690 All All All

Application Adobe Adobe Air Sdk 3.4.0.2540 All All All

Application Adobe Adobe Air Sdk 3.4.0.2710 All All All

Application Adobe Adobe Air Sdk 3.5.0.1060 All All All

Application Adobe Adobe Air Sdk 3.5.0.600 All All All

Application Adobe Adobe Air Sdk 3.5.0.880 All All All

Application Adobe Adobe Air Sdk 3.5.0.890 All All All

Application Adobe Adobe Air Sdk 3.6.0.599 All All All

Application Adobe Adobe Air Sdk 3.6.0.6090 All All All

Application Adobe Adobe Air Sdk 3.7.0.1530 All All All

Application Adobe Adobe Air Sdk 3.7.0.1860 All All All
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Application Adobe Adobe Air Sdk 3.7.0.2090 All All All

Application Adobe Adobe Air Sdk 3.8.0.1430 All All All

Application Adobe Adobe Air Sdk 3.8.0.870 All All All

Application Adobe Adobe Air Sdk 3.8.0.910 All All All

Application Adobe Adobe Air Sdk 3.9.0.1030 All All All

Application Adobe Adobe Air Sdk 3.9.0.1210 All All All

Application Adobe Adobe Air Sdk 3.9.0.1380 All All All

Application Adobe Adobe Air Sdk 4.0.0.1390 All All All

Application Adobe Adobe Air Sdk All All All All

Application Adobe Flash Player 11.0 All All All

Application Adobe Flash Player 11.0.1.152 All All All

Application Adobe Flash Player 11.0.1.153 All All All

Application Adobe Flash Player 11.1 All All All

Application Adobe Flash Player 11.1.102.55 All All All

Application Adobe Flash Player 11.1.102.59 All All All

Application Adobe Flash Player 11.1.102.62 All All All

Application Adobe Flash Player 11.1.102.63 All All All

Application Adobe Flash Player 11.1.111.44 All All All

Application Adobe Flash Player 11.1.111.50 All All All

Application Adobe Flash Player 11.1.111.54 All All All

Application Adobe Flash Player 11.1.111.8 All All All

Application Adobe Flash Player 11.1.115.34 All All All

Application Adobe Flash Player 11.1.115.48 All All All

Application Adobe Flash Player 11.1.115.54 All All All

Application Adobe Flash Player 11.1.115.58 All All All

Application Adobe Flash Player 11.1.115.7 All All All

Application Adobe Flash Player 11.2.202.223 All All All

Application Adobe Flash Player 11.2.202.228 All All All

Application Adobe Flash Player 11.2.202.233 All All All

Application Adobe Flash Player 11.2.202.235 All All All

Application Adobe Flash Player 11.2.202.236 All All All

Application Adobe Flash Player 11.2.202.238 All All All

Application Adobe Flash Player 11.2.202.243 All All All

Application Adobe Flash Player 11.2.202.251 All All All

Application Adobe Flash Player 11.2.202.258 All All All

Application Adobe Flash Player 11.2.202.261 All All All

http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/adobe_air_sdk
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player


Application Adobe Flash Player 11.2.202.261 All All All

Application Adobe Flash Player 11.2.202.262 All All All

Application Adobe Flash Player 11.2.202.270 All All All

Application Adobe Flash Player 11.2.202.273 All All All

Application Adobe Flash Player 11.2.202.275 All All All

Application Adobe Flash Player 11.2.202.280 All All All

Application Adobe Flash Player 11.2.202.285 All All All

Application Adobe Flash Player 11.2.202.291 All All All

Application Adobe Flash Player 11.2.202.297 All All All

Application Adobe Flash Player 11.2.202.310 All All All

Application Adobe Flash Player 11.2.202.327 All All All

Application Adobe Flash Player 11.2.202.332 All All All

Application Adobe Flash Player 11.2.202.335 All All All

Application Adobe Flash Player 11.2.202.336 All All All

Application Adobe Flash Player 11.2.202.341 All All All

Application Adobe Flash Player All All All All

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Red Hat Customer Portal

Adobe Flash Player Bugs Let Remote Users Execute Arbitary Code, Obtain Information, and Conduct Cross-Site Scripting Attacks - SecurityTracker

Adobe Security Bulletin

Gentoo Linux Documentation -- Adobe Flash Player: Multiple vulnerabilities

openSUSE-SU-2014:0520-1: moderate: update for flash-player

[security-announce] SUSE-SU-2014:0535-1: important: Security update for

openSUSE-SU-2014:0549-1: moderate: update for flash-player

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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