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CVE CVE-2014-0508
State PUBLISHED
Assigner adobe

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-04-08 23:55:06 UTC
Updated 2026-05-06 22:30:45 UTC

Description Adobe Flash Player before 11.7.700.275 and 11.8.x through 13.0.x before 13.0.0.182 on Windows and OS X and before 11

/ ]

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Adobe Air 1.0 All All All


https://cve.report/
https://cve.report/CVE-2014-0508/mitre
https://cve.report/CVE-2014-0508/nist
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https://cve.report/api/cve/CVE-2014-0508.json
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Application Adobe Flash Player 11.2.202.261 All All Al
Application Adobe Flash Player 11.2.202.262 All All All
Application Adobe Flash Player 11.2.202.270 All All All
Application Adobe Flash Player 11.2.202.273 All All All
Application Adobe Flash Player 11.2.202.275 All All All
Application Adobe Flash Player 11.2.202.280 All All All
Application Adobe Flash Player 11.2.202.285 All All All
Application Adobe Flash Player 11.2.202.291 All All All
Application Adobe Flash Player 11.2.202.297 All All All
Application Adobe Flash Player 11.2.202.310 All All All
Application Adobe Flash Player 11.2.202.327 All All All
Application Adobe Flash Player 11.2.202.332 All All All
Application Adobe Flash Player 11.2.202.335 All All All
Application Adobe Flash Player 11.2.202.336 All All All
Application Adobe Flash Player 11.2.202.341 All All All
Application Adobe Flash Player All All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified

Reference

Red Hat Customer Portal

Adobe Flash Player Bugs Let Remote Users Execute Arbitary Code, Obtain Information, and Conduct Cross-Site Scripting Attacks - Security T
Adobe Security Bulletin

Gentoo Linux Documentation -- Adobe Flash Player: Multiple vulnerabilities

openSUSE-SU-2014:0520-1: moderate: update for flash-player

[security-announce] SUSE-SU-2014:0535-1: important: Security update for

openSUSE-SU-2014:0549-1: moderate: update for flash-player

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.
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http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2014-0380.html
http://www.securitytracker.com/id/1030035
http://helpx.adobe.com/security/products/flash-player/apsb14-09.html
http://security.gentoo.org/glsa/glsa-201405-04.xml
http://lists.opensuse.org/opensuse-updates/2014-04/msg00036.html
http://lists.opensuse.org/opensuse-security-announce/2014-04/msg00012.html
http://lists.opensuse.org/opensuse-updates/2014-04/msg00050.html
https://www.cve.org/CVERecord?id=CVE-2014-0508
https://nvd.nist.gov/vuln/detail/CVE-2014-0508

There are currently no legacy QID mappings associated with this CVE.
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