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Summary

CVE CVE-2014-0514

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-15 23:13:00 UTC

Updated 2018-10-09 19:42:00 UTC

Description The Adobe Reader Mobile application before 11.2 for Android does not properly restrict use of JavaScript, which allows remote attackers to execute arbitrary code via a crafted PDF document, a related issue to CVE-2012-6636.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Adobe Reader 11.1.0 All All All

Application Adobe Adobe Reader 11.1.0 All All All

Application Adobe Adobe Reader All All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

Adobe Reader for Android 11.1.3 - Arbitrary JavaScript Execution EXPLOIT-DB www.exploit-db.com

Adobe Reader for Android addJavascriptInterface Exploit ≈ Packet Storm MISC packetstormsecurity.com

Adobe Reader for Android Multiple Arbitrary Code Execution Vulnerabilities BID www.securityfocus.com

Full Disclosure: Adobe Reader for Android exposes insecure Javascript interfaces FULLDISC seclists.org Exploit

105781 OSVDB www.osvdb.org

Securify B.V. - Security Advisories MISC www.securify.nl Exploit

Adobe Reader for Android addJavascriptInterface Exploit EXPLOIT-DB www.exploit-db.com

Adobe Security Bulletin CONFIRM helpx.adobe.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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