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CVE-2014-0565

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2014-0565

PUBLIC

psirt@adobe.com

CVE Program / NVD first with legacy fallback
2014-09-17 10:55:00 UTC

2017-08-29 01:34:00 UTC

Adobe Reader and Acrobat 10.x before 10.1.12 and 11.x before 11.0.09 on Windows and OS X allow attackers to execute

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Adobe Acrobat 10.0 All All All
Adobe Acrobat 10.0 - pro All
Adobe Acrobat 10.0.1 All All All
Adobe Acrobat 10.0.1 - pro All
Adobe Acrobat 10.0.2 All All All
Adobe Acrobat 10.0.3 All All All
Adobe Acrobat 10.1 All All All
Adobe Acrobat 10.1.1 All All All
Adobe Acrobat 10.1.10 All All All
Adobe Acrobat 10.1.11 All All All
Adobe Acrobat 10.1.2 All All All
Adobe Acrobat 10.1.3 All All All
Adobe Acrobat 10.1.4 All All All
Adobe Acrobat 10.1.5 All All All
Adobe Acrobat 10.1.6 All All All
Adobe Acrobat 10.1.7 All All All
Adobe Acrobat 10.1.8 All All All
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Application Adobe Acrobat Reader 10.1.2 All All All
Application Adobe Acrobat Reader 10.1.3 All All All
Application Adobe Acrobat Reader 10.1.4 All All All
Application Adobe Acrobat Reader 10.1.5 All All All
Application Adobe Acrobat Reader 10.1.6 All All All
Application Adobe Acrobat Reader 10.1.7 All All All
Application Adobe Acrobat Reader 10.1.8 All All All
Application Adobe Acrobat Reader 10.1.9 All All All
Application Adobe Acrobat Reader 11.0 All All All
Application Adobe Acrobat Reader 11.0.1 All All All
Application Adobe Acrobat Reader 11.0.2 All All All
Application Adobe Acrobat Reader 11.0.3 All All All
Application Adobe Acrobat Reader 11.0.4 All All All
Application Adobe Acrobat Reader 11.0.5 - All All
Application Adobe Acrobat Reader 11.0.6 All All All
Application Adobe Acrobat Reader 11.0.7 All All All
Application Adobe Acrobat Reader 11.0.8 All All All
Operating System Apple Mac Os X All All All All
Operating System Apple Mac Os X All All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Reference

Adobe Acrobat/Reader Multiple Flaws Let Remote Users Execute Arbitrary Code, Deny Service, and Conduct Cross-Site Scripting Attacks - S
Adobe Reader and Acrobat CVE-2014-0565 Remote Code Execution Vulnerability

Adobe Security Bulletin

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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