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Summary

CVE CVE-2014-0659

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-12 18:34:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The Cisco WAP4410N access point with firmware through 2.0.6.1, WRVS4400N router with firmware 1.x through 1.1.13 and 2.x through 2.0.2.1, and RVS4000 router with firmware through 2.0.3.2 allow remote attackers to read credential and configuration data, and execute arbitrary commands, via requests to the test interface on TCP port 32764, aka Bug IDs CSCum37566, CSCum43693, CSCum43700, and CSCum43685.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Rvs4000 - All All All

Hardware Cisco Rvs4000 - All All All

Operating System Cisco Rvs4000 Firmware 1.3.2.0 All All All

Operating System Cisco Rvs4000 Firmware 1.3.3.5 All All All

Operating System Cisco Rvs4000 Firmware 2.0.0.3 All All All

Operating System Cisco Rvs4000 Firmware 2.0.2.7 All All All

Operating System Cisco Rvs4000 Firmware 1.3.2.0 All All All

Operating System Cisco Rvs4000 Firmware 1.3.3.5 All All All

Operating System Cisco Rvs4000 Firmware 2.0.0.3 All All All

Operating System Cisco Rvs4000 Firmware 2.0.2.7 All All All

Operating System Cisco Rvs4000 Firmware All All All All

Hardware Cisco Wap4410n - All All All

Hardware Cisco Wap4410n - All All All

Operating System Cisco Wap4410n Firmware 2.0.2.1 All All All

Operating System Cisco Wap4410n Firmware 2.0.3.3 All All All

Operating System Cisco Wap4410n Firmware 2.0.4.2 All All All

Operating System Cisco Wap4410n Firmware 2.0.2.1 All All All

https://cve.report/
https://cve.report/CVE-2014-0659/mitre
https://cve.report/CVE-2014-0659/nist
https://cve.report/CVE-2014-0659/cve_org
https://cve.report/CVE-2014-0659.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/rvs4000_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wap4410n
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wap4410n
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wap4410n_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wap4410n_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wap4410n_firmware
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wap4410n_firmware


Operating System Cisco Wap4410n Firmware 2.0.2.1 All All All

Operating System Cisco Wap4410n Firmware 2.0.3.3 All All All

Operating System Cisco Wap4410n Firmware 2.0.4.2 All All All

Operating System Cisco Wap4410n Firmware All All All All

Hardware Cisco Wrvs4400n - All All All

Hardware Cisco Wrvs4400n - All All All

Operating System Cisco Wrvs4400n Firmware 1.1.03 All All All

Operating System Cisco Wrvs4400n Firmware 1.1.13 All All All

Operating System Cisco Wrvs4400n Firmware 2.0.1.3 All All All

Operating System Cisco Wrvs4400n Firmware 2.0.2.1 All All All

Operating System Cisco Wrvs4400n Firmware 1.1.03 All All All

Operating System Cisco Wrvs4400n Firmware 1.1.13 All All All

Operating System Cisco Wrvs4400n Firmware 2.0.1.3 All All All

Operating System Cisco Wrvs4400n Firmware 2.0.2.1 All All All
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Reference Source Link
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Cisco Access Points Undocumented Test Interface Lets Remote Users Gain Root Access - SecurityTracker SECTRACK www.securitytracker.com

Cisco Gigabit Security Router Undocumented Test Interface Lets Remote Users Gain Root Access - SecurityTracker SECTRACK www.securitytracker.com

Cisco RVS4000/WRVS4400N/WAP4410N Devices Test Interface Remote Privilege Escalation Vulnerability BID www.securityfocus.com
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elvanderb/TCP-32764 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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