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CVE CVE-2014-0665
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-15 16:11:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description The RBAC implementation in Cisco Identity Services Engine (ISE) Software does not properly verify privileges for support-t

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Identity Services Engine Software - All All All
Application Cisco Identity Services Engine Software - All All All

References

1]

Reference Sol

Security Advisory SA56439 - Cisco Identity Services Engine (ISE) Support Bundle Download Security Bypass Security Issue - Secunia  SE(

102118 (0K}
tools.cisco.com/security/center/viewAlert.x CcO
Cisco Identity Services Engine RBAC Bug Lets Remote Authenticated Users Access Support Bundle Information - Security Tracker SE(
IBM X-Force Exchange XF
20140115 Cisco ISE Unprivileged Support Bundle Download Vulnerability CIS
Cisco Identity Services Engine Support Bundle Download Unauthorized Access Vulnerability BID
CVE Program record CVI
NVD vulnerability detail NVI

Wﬂ

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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