CVE-2014-067/8

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-0678
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-25 22:55:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description The portal interface in Cisco Secure Access Control System (ACS) does not properly manage sessions, which allows remo
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Secure Access Control System - All All All

Application Cisco Secure Access Control System - All All All

Reference Source
Cisco Secure Access Control System Portal Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRACK
Alert Details - Security Center - Cisco Systems CONFIRM
Cisco Security Notice: Cisco Secure ACS Portal Session Management Vulnerability CISCO
Cisco Secure Access Control System Portal Interface Access Security Bypass Vulnerability BID

Security Advisory SA56540 - Cisco Secure Access Control System (ACS) Portal Session Management Vulnerability - Secunia  SECUNIA

102558 OSsvDB
IBM X-Force Exchange XF

CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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