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Summary

CVE CVE-2014-0681

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-29 18:34:00 UTC

Updated 2018-01-03 02:29:00 UTC

Description Cross-site scripting (XSS) vulnerability in Cisco Identity Services Engine (ISE) 1.2 patch 2 and earlier allows remote attackers to inject arbitrary web script or HTML via a report containing a crafted URL that is not properly handled during generation of report-output pages, aka Bug ID CSCui15064.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Identity Services Engine Software All All All All

References

Reference Source

Cisco Identity Services Engine Report Page HTML Injection Vulnerability BID

Cisco Identity Services Engine Input Validation Flaw in Report Output Pages Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK

Security Advisory SA56714 - Cisco Identity Service Engine (ISE) Reports Pages Cross-Site Scripting Vulnerability - Secunia SECUNIA

Alert Details - Security Center - Cisco Systems CONFIRM

Cisco Security Notice: Cisco Identity Services Engine Reports Output Cross-Site Scripting Vulnerability CISCO

102589 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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