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Summary

CVE CVE-2014-0682

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-29 18:34:00 UTC

Updated 2018-01-03 02:29:00 UTC

Description Cisco WebEx Meetings Server allows remote authenticated users to bypass authorization checks and (1) join arbitrary meetings, or (2) terminate a meeting without having a host role, via a crafted URL, aka Bug ID CSCuj42346.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Meetings Server - All All All

Application Cisco Webex Meetings Server - All All All

References

Reference Source Link

tools.cisco.com/security/center/viewAlert.x CONFIRM tools.cisco.com

Security Advisory SA56668 - Cisco WebEx Meetings Security Bypass Vulnerability - Secunia SECUNIA secunia.com

Cisco Security Notice: Cisco WebEx Meetings Server Unauthorized Meeting Actions Vulnerability CISCO tools.cisco.com

Cisco WebEx Meetings Server Lets Remote Authenticated Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

Cisco WebEx Meetings Server CVE-2014-0682 Security Bypass Vulnerability BID www.securityfocus.com

102590 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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