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CVE CVE-2014-0751
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-25 22:55:00 UTC
Updated 2014-02-21 05:06:00 UTC
Description Directory traversal vulnerability in CimWebServer.exe (aka the WebView component) in GE Intelligent Platforms Proficy HN
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity All sim24 All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 4.01 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 7.5 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.0 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.1 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.2 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity All sim24 All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 4.01 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 7.5 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.0 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.1 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.2 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 4.01 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 7.5 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.0 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.1 All All All
Application  Ge Intelligent Platforms Proficy Hmi/scada Cimplicity 8.2 All All All
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Application  Ge Intelligent Platforms Proficy Process Systems With Cimplicity

Application  Ge Intelligent Platforms Proficy Process Systems With Cimplicity

- All All All

- All All All
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CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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