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Summary

CVE CVE-2014-0754

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-03 18:55:00 UTC

Updated 2022-02-10 19:50:00 UTC

Description Directory traversal vulnerability in SchneiderWEB on Schneider Electric Modicon PLC Ethernet modules 140CPU65x Exec before 5.5, 140NOC78x Exec before 1.62, 140NOE77x Exec before 6.2, BMXNOC0401 before 2.05, BMXNOE0100 before 2.9, BMXNOE0110x Exec before 6.0, TSXETC101 Exec before 2.04, TSXETY4103x Exec before 5.7, TSXETY5103x Exec before 5.9, TSXP57x ETYPort Exec before 5.7, and TSXP57x Ethernet Copro Exec before 5.5 allows remote attackers to visit arbitrary resources via a crafted HTTP request.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Chneider-electric Modicon Plc Ethernet Module bmxnor0200h All All All

Hardware Chneider-electric Modicon Plc Ethernet Module bmxnor0200h All All All

Hardware Schneider-electric 171ccc96020 - All All All

Hardware Schneider-electric 171ccc96020c - All All All

Operating System Schneider-electric 171ccc96020c Firmware - All All All

Operating System Schneider-electric 171ccc96020 Firmware - All All All

Hardware Schneider-electric 171ccc96030 - All All All

Hardware Schneider-electric 171ccc96030c - All All All

Operating System Schneider-electric 171ccc96030c Firmware - All All All

Operating System Schneider-electric 171ccc96030 Firmware - All All All

Hardware Schneider-electric 171ccc98020 - All All All

Operating System Schneider-electric 171ccc98020 Firmware - All All All

Hardware Schneider-electric 171ccc98030 - All All All

Operating System Schneider-electric 171ccc98030 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxnoc0401 - All All All

Operating System Schneider-electric Modicon M340 Bmxnoc0401 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxnoe0100 - All All All
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Hardware Schneider-electric Modicon M340 Bmxnoe0100 - All All All

Operating System Schneider-electric Modicon M340 Bmxnoe0100 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxnoe0110 - All All All

Hardware Schneider-electric Modicon M340 Bmxnoe0110h - All All All

Operating System Schneider-electric Modicon M340 Bmxnoe0110h Firmware - All All All

Operating System Schneider-electric Modicon M340 Bmxnoe0110 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxnor0200h - All All All

Operating System Schneider-electric Modicon M340 Bmxnor0200h Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxp342020 - All All All

Hardware Schneider-electric Modicon M340 Bmxp342020h - All All All

Operating System Schneider-electric Modicon M340 Bmxp342020h Firmware - All All All

Operating System Schneider-electric Modicon M340 Bmxp342020 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxp342030 - All All All

Hardware Schneider-electric Modicon M340 Bmxp3420302 - All All All

Hardware Schneider-electric Modicon M340 Bmxp3420302h - All All All

Operating System Schneider-electric Modicon M340 Bmxp3420302h Firmware - All All All

Operating System Schneider-electric Modicon M340 Bmxp3420302 Firmware - All All All

Hardware Schneider-electric Modicon M340 Bmxp342030h - All All All

Operating System Schneider-electric Modicon M340 Bmxp342030h Firmware - All All All

Operating System Schneider-electric Modicon M340 Bmxp342030 Firmware - All All All

Hardware Schneider-electric Modicon M580 Bmxnoc0402 - All All All

Operating System Schneider-electric Modicon M580 Bmxnoc0402 Firmware - All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140cpu65150 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140cpu65160 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140cpu65260 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noc77100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noc78000 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77101 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77101c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77110 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77111 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77111c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140nwm10000 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 170ent11001 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 170ent11002 All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module 170ent11002c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96020 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96020c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96030 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96030c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc98020 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc98030 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoc0401 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoc0402 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoe0100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoe0110 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoe0110h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342020 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342020h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342030 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp3420302 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp3420302h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342030h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxprmxxxx All All All

Hardware Schneider-electric Modicon Plc Ethernet Module stbnic2212 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module stbnip2212 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxetc0101 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxetc100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety110ws All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety110wsc All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety4103 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety4103c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety5103 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety5103c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxetz410 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxetz510 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxntp100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp571634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp572623m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp572623mc All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp572823m All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxp572823m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp572823mc All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp573623am All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp573623m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp573623mc All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp573634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574823am All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574823m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574823mc All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp575634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp576634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxwmy100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxwmy100c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140cpu65150 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140cpu65160 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140cpu65260 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noc77100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noc78000 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77101 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77101c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77110 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77111 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140noe77111c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 140nwm10000 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 170ent11001 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 170ent11002 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 170ent11002c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96020 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96020c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96030 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc96030c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc98020 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module 171ccc98030 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoc0401 All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoc0402 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoe0100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoe0110 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxnoe0110h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342020 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342020h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342030 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp3420302 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp3420302h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxp342030h All All All

Hardware Schneider-electric Modicon Plc Ethernet Module bmxprmxxxx All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxety5103 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxety5103c All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxetz410 All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxntp100 All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxp573623m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp573623mc All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574823am All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxp574823mc All All All
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Hardware Schneider-electric Modicon Plc Ethernet Module tsxp576634m All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxwmy100 All All All

Hardware Schneider-electric Modicon Plc Ethernet Module tsxwmy100c All All All

Hardware Schneider-electric Stbnic2212 - All All All

Operating System Schneider-electric Stbnic2212 Firmware - All All All

Hardware Schneider-electric Stbnip2212 - All All All

Operating System Schneider-electric Stbnip2212 Firmware - All All All

Hardware Schneider-electric Tsxetc0101 - All All All

Operating System Schneider-electric Tsxetc0101 Firmware - All All All

Hardware Schneider-electric Tsxetc100 - All All All

Operating System Schneider-electric Tsxetc100 Firmware - All All All

Hardware Schneider-electric Tsxety110ws - All All All
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Hardware Schneider-electric Tsxety4103c - All All All
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Operating System Schneider-electric Tsxetz410 Firmware - All All All

Hardware Schneider-electric Tsxetz510 - All All All

Operating System Schneider-electric Tsxetz510 Firmware - All All All

Hardware Schneider-electric Tsxntp100 - All All All

Operating System Schneider-electric Tsxntp100 Firmware - All All All

Hardware Schneider-electric Tsxp571634m - All All All

Operating System Schneider-electric Tsxp571634m Firmware - All All All

Hardware Schneider-electric Tsxp572634m - All All All

Operating System Schneider-electric Tsxp572634m Firmware - All All All
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Operating System Schneider-electric Tsxp572634m Firmware - All All All

Hardware Schneider-electric Tsxp573623mc - All All All

Operating System Schneider-electric Tsxp573623mc Firmware - All All All

Hardware Schneider-electric Tsxp573634m - All All All

Operating System Schneider-electric Tsxp573634m Firmware - All All All

Hardware Schneider-electric Tsxp574634m - All All All

Operating System Schneider-electric Tsxp574634m Firmware - All All All

Hardware Schneider-electric Tsxp574823am - All All All

Operating System Schneider-electric Tsxp574823am Firmware - All All All

Hardware Schneider-electric Tsxp574823m - All All All

Hardware Schneider-electric Tsxp574823mc - All All All

Operating System Schneider-electric Tsxp574823mc Firmware - All All All

Operating System Schneider-electric Tsxp574823m Firmware - All All All

Hardware Schneider-electric Tsxp575634m - All All All

Operating System Schneider-electric Tsxp575634m Firmware - All All All

Hardware Schneider-electric Tsxp576634m - All All All

Operating System Schneider-electric Tsxp576634m Firmware - All All All

Hardware Schneider-electric Tsxwmy100 - All All All

Hardware Schneider-electric Tsxwmy100c - All All All

Operating System Schneider-electric Tsxwmy100c Firmware - All All All

Operating System Schneider-electric Tsxwmy100 Firmware - All All All
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