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Certain versions of Freerdp from Freerdp contain the following
vulnerability:

Integer overflow in the license_read_scope_list function in
libfreerdp/core/license.c in FreeRDP through 1.0.2 allows remote RDP
servers to cause a denial of service (application crash) or possibly
have unspecified other impact via a large ScopeCount value in a
Scope List in a Server License Request packet.

CVSS2 Score: 6.8 - MEDIUM
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CVE References

Description Tags Link

openSUSE-SU-2016:2400-1:
moderate: Security update for freerdp

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:2400

Support / Security / Advisories / /
MDVSA-2015:171 | Mandriva

www.mandriva.com

text/html

 MANDRIVA MDVSA-2015:171

Fix possible integer overflow in
license_read_scope_list() by
sidhpurwala-huzaifa · Pull Request
#1649 · FreeRDP/FreeRDP · GitHub

github.com

text/html

 MISC github.com/FreeRDP/FreeRDP/pull/1649

oss-security - CVE for freerdp int
overflow?

openwall.com

text/html

 MLIST [oss-security] 20140102 CVE for freerdp int overflow?

Mageia Advisory: MGASA-2014-0287 -
Updated freerdp packages fix two

advisories.mageia.org

text/html

 CONFIRM advisories.mageia.org/MGASA-2014-0287.html

CVE-2014-0791 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2014-0791/mitre
https://cve.report/CVE-2014-0791/nist
https://cve.report/CVE-2014-0791/cve_org
https://cve.report/CVE-2014-791.pdf
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-updates/2016-09/msg00101.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:171
https://github.com/FreeRDP/FreeRDP/pull/1649
http://openwall.com/lists/oss-security/2014/01/02/5
http://advisories.mageia.org/MGASA-2014-0287.html


Updated freerdp packages fix two
vulnerabilities

text/html

oss-security - Re: CVE for freerdp int
overflow?

openwall.com

text/html

 MLIST [oss-security] 20140103 Re: CVE for freerdp int overflow?

openSUSE-SU-2016:2402-1:
moderate: Security update for freerdp

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2016:2402

[SECURITY] [DLA 2356-1] freerdp
security update

lists.debian.org

text/html

 MLIST [debian-lts-announce] 20200829 [SECURITY] [DLA 2356-1]
freerdp security update

998941 – (CVE-2014-0791) CVE-
2014-0791 freerdp: integer overflow in
heap allocation in
license_read_scope_list()

bugzilla.redhat.com

text/html

 MISC bugzilla.redhat.com/show_bug.cgi?id=998941

Fix possible integer overflow in
license_read_scope_list() ·
sidhpurwala-
huzaifa/FreeRDP@e274580 · GitHub

github.com

text/html

 MISC github.com/sidhpurwala-
huzaifa/FreeRDP/commit/e2745807c4c3e0a590c0f69a9b655dc74ebaa03e

openSUSE-SU-2014:0862-1:
moderate: freerdp: Fixes for integer
overflows

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2014:0862

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Freerdp Freerdp 1.0.0 All All All

Application Freerdp Freerdp 1.0.1 All All All

Application Freerdp Freerdp 1.0.2 All All All

Application Freerdp Freerdp 1.0.0 All All All

Application Freerdp Freerdp 1.0.1 All All All

Application Freerdp Freerdp 1.0.2 All All All

cpe:2.3:a:freerdp:freerdp:1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:freerdp:freerdp:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freerdp:freerdp:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:freerdp:freerdp:1.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:freerdp:freerdp:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:freerdp:freerdp:1.0.2:*:*:*:*:*:*:*:

http://openwall.com/lists/oss-security/2014/01/03/4
http://lists.opensuse.org/opensuse-updates/2016-09/msg00102.html
https://lists.debian.org/debian-lts-announce/2020/08/msg00054.html
https://bugzilla.redhat.com/show_bug.cgi?id=998941
https://github.com/sidhpurwala-huzaifa/FreeRDP/commit/e2745807c4c3e0a590c0f69a9b655dc74ebaa03e
http://lists.opensuse.org/opensuse-updates/2014-07/msg00008.html
mailto:%20comment@cve.report
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
http://cve.report/vendor/freerdp
http://cve.report/software/freerdp/freerdp
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No vendor comments have been submitted for this CVE
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