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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-0815

MITRE NVD CVE.ORG Print: PDF %5

CVE-2014-0815

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback
2014-02-06 22:55:00 UTC

2017-08-29 01:34:00 UTC

The intent: URL implementation in Opera before 18 on Android allows attackers to read local files by leveraging an interacti

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System

Operating System

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Google Android All All All All
Google Android All All All All
Opera Opera Browser 1.00 All All All
Opera Opera Browser 10.00 All All All
Opera Opera Browser 10.00 alpha All All
Opera Opera Browser 10.00 betai All All
Opera Opera Browser 10.00 beta2 All All
Opera Opera Browser 10.00 beta3 All All
Opera Opera Browser 10.01 All All All
Opera Opera Browser 10.10 All All All
Opera Opera Browser 10.10 betai All All
Opera Opera Browser 10.11 All All All
Opera Opera Browser 10.20 alpha All All
Opera Opera Browser 10.50 All All All
Opera Opera Browser 10.50 betai All All
Opera Opera Browser 10.50 beta2 All All
Opera Opera Browser 10.51 All All All
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Application Opera Opera Browser 16.00 All All All

Application Opera Opera Browser All All All All

Reference Source Link
JVNDB-2014-000014 JVNDB jvndb.jvn.jp

Security changes and features of Opera 19 - Opera Security CONFIRM  blogs.opera.com

Opera Web Browser for Android Intent Scheme URL's Handling Information Disclosure Vulnerability BID www.securityfocus.com
JVN#23256725: Opera browser for Android issue in handling intent scheme URL's JVN jvn.jp

IBM X-Force Exchange XF exchange.xforce.ibmcloud
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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