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Summary

CVE CVE-2014-0837

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-30 05:17:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The AutoUpdate process in IBM Security QRadar SIEM 7.2 MR1 and earlier does not verify X.509 certificates from SSL servers, which allows man-in-the-middle attackers to spoof servers via a crafted certificate.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Qradar Security Information And Event Manager All All All All

References

Reference

102552

IBM QRadar Security Information and Event Manager Multiple Security Vulnerabilities

Full Disclosure: ADV: IBM QRadar SIEM

IBM Security Bulletin: Multiple vulnerabilities in IBM QRadar SIEM (CVE-2014-0838, CVE-2014-0835, CVE-2014-0836, CVE-2014-0837) - United States

Security Advisory SA56653 - IBM QRadar SIEM Multiple Vulnerabilities - Secunia

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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