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Summary

CVE CVE-2014-0882

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-25 20:29:00 UTC

Updated 2018-06-04 13:32:00 UTC

Description Integrated Management Module II (IMM2) on IBM Flex System, NeXtScale, System x3xxx, and System x iDataPlex systems might allow remote authenticated users to obtain sensitive account information via vectors related to generated Service Advisor data (FFDC). IBM X-Force ID: 91149.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ibm Flex System Manager 7955 - All All All

Hardware Ibm Flex System Manager 7955 - All All All

Hardware Ibm Flex System Manager 8731 - All All All

Hardware Ibm Flex System Manager 8731 - All All All

Hardware Ibm Flex System X220 - All All All

Hardware Ibm Flex System X220 - All All All

Hardware Ibm Flex System X240 - All All All

Hardware Ibm Flex System X240 - All All All

Hardware Ibm Flex System X440 - All All All

Hardware Ibm Flex System X440 - All All All

Operating System Ibm Integrated Management Module Firmware 3.50 All All All

Operating System Ibm Integrated Management Module Firmware 3.55 All All All

Operating System Ibm Integrated Management Module Firmware 3.56 All All All

Operating System Ibm Integrated Management Module Firmware 3.65 All All All

Operating System Ibm Integrated Management Module Firmware 3.67 All All All

Operating System Ibm Integrated Management Module Firmware 3.50 All All All

Operating System Ibm Integrated Management Module Firmware 3.55 All All All

https://cve.report/
https://cve.report/CVE-2014-0882/mitre
https://cve.report/CVE-2014-0882/nist
https://cve.report/CVE-2014-0882/cve_org
https://cve.report/CVE-2014-0882.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_manager_7955
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_manager_7955
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_manager_8731
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_manager_8731
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_x220
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_x220
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_x240
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_x240
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_x440
http://cve.report/vendor/ibm
http://cve.report/software/ibm/flex_system_x440
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware
http://cve.report/vendor/ibm
http://cve.report/software/ibm/integrated_management_module_firmware


Operating System Ibm Integrated Management Module Firmware 3.55 All All All

Operating System Ibm Integrated Management Module Firmware 3.56 All All All

Operating System Ibm Integrated Management Module Firmware 3.65 All All All

Operating System Ibm Integrated Management Module Firmware 3.67 All All All

Hardware Ibm Nextscale Nx360 M4 - All All All

Hardware Ibm Nextscale Nx360 M4 - All All All

Hardware Ibm System X3100 M4 - All All All

Hardware Ibm System X3100 M4 - All All All

Hardware Ibm System X3250 M4 - All All All

Hardware Ibm System X3250 M4 - All All All

Hardware Ibm System X3500 M4 - All All All

Hardware Ibm System X3500 M4 - All All All

Hardware Ibm System X3530 M4 - All All All

Hardware Ibm System X3530 M4 - All All All

Hardware Ibm System X3550 M4 - All All All

Hardware Ibm System X3550 M4 - All All All

Hardware Ibm System X3630 M4 - All All All

Hardware Ibm System X3630 M4 - All All All

Hardware Ibm System X3650 M4 - All All All

Hardware Ibm System X3650 M4 - All All All

Hardware Ibm System X3750 M4 - All All All

Hardware Ibm System X3750 M4 - All All All

Hardware Ibm System X Idataplex Dx360 M4 - All All All

Hardware Ibm System X Idataplex Dx360 M4 - All All All

References

Reference

Security Bulletin: Account specific information likely to be present in Service Advisor data (FFDC) on the Integrated Management Module II (IMM2) (CVE-2014-0882) - IBM PSIRT Blog

IBM Support

Security Bulletin: Account specific information likely to be present in Service Advisor data (FFDC) on the Integrated Management Module II (IMM2) (CVE-2014-0882) - Lenovo Support US

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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