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CVE CVE-2014-0907
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-30 23:55:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description Multiple untrusted search path vulnerabilities in unspecified (1) setuid and (2) setgid programs in IBM DB2 9.5, 9.7 before F

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Db2 10.1 All All All
Application lom Db2 10.1.0.1 All All All
Application Ibm Db2 10.1.0.2 All All All
Application lom Db2 10.1.0.3 All All All
Application Ibm Db2 10.5 All All All
Application lom Db2 10.5.0.1 All All All
Application Ibm Db2 10.5.0.2 All All All
Application Ibm Db2 9.5 All All All
Application lom Db2 9.7 All All All
Application Iom Db2 9.7.0.1 All All All
Application lom Db2 9.7.0.2 All All All
Application lbom Db2 9.7.0.3 All All All
Application lom Db2 9.7.0.4 All All All
Application lom Db2 9.7.0.5 All All All
Application lom Db2 9.7.0.6 All All All
Application Ibm Db2 9.7.0.7 All All All
Application lom Db2 9.7.0.8 All All All
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Application Ibom Db2 9.7.0.9 All All All
Application Ibm Db2 10.1 All All All
Application Ibm Db2 10.1.0.1 All All All
Application Ibm Db2 10.1.0.2 All All All
Application Ibm Db2 10.1.0.3 All All All
Application Ibm Db2 10.5 All All All
Application Ibm Db2 10.5.0.1 All All All
Application Ibm Db2 10.5.0.2 All All All
Application lom Db2 9.5 All All All
Application lom Db2 9.7 All All All
Application lom Db2 9.7.01 All All All
Application Iom Db2 9.7.0.2 All All All
Application lom Db2 9.7.0.3 All All All
Application Ibm Db2 9.7.04 All All All
Application lom Db2 9.7.0.5 All All All
Application Ibm Db2 9.7.0.6 All All All
Application Ibm Db2 9.7.0.7 All All All
Application lbom Db2 9.7.0.8 All All All
Application Ibm Db2 9.7.0.9 All All All
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Multiple 1BV DBZ Products GVE-2U14-U90/ Local Privilege Escalation Vulnerability

IBM DB2 Privilege Escalation ~ Packet Storm

IT00684: SECURITY: ELEVATED PRIVILEGES WITH DB2 EXECUTABLES (CVE-2014-0907)

IBM Tivoli Composite Application Manager for Transactions Internet Service Monitoring 7.4 Interim Fix 13 README Tivoli Composite Applicat
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Security Bulletin: Local escalation of privilege vulnerability in IBM® DB2® (CVE-2014-0907).

Security Bulletin: IBM Tivoli Composite Application Manager for Transactions is affected by a Local escalation of privilege vulnerability (CVE-2
CVE-2014-0907 - Portcullis

IBM Tivoli Composite Application Manager for Transactions Unsafe Library Loading Lets Local Users Gain Elevated Privileges - Security Track
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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