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CVE-2014-0949

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNIENAD Certain versions of Websphere Portal from Ibm contain the following
’ vulnerability:

IBM WebSphere Portal 6.1.0 through 6.1.0.6 CF27, 6.1.5 through
6.1.5.3 CF27, 7.0 through 7.0.0.2 CF28, and 8.0 before 8.0.0.1 CF12
allows remote attackers to cause a denial of service (resource
consumption and daemon crash) via a crafted web request.

CVE-2014-0949 has been assigned by (T} psirt@us.ibm.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange SCEERTEAITRSTN @ XF ibm-websphere-cve20140949-dos(92622)

IBM notice: The page you requested cannot be o2 AIXAPAR P115692

displayed

Not Archived

IBM notice: The page you requested cannotbe [N o% CONFIRM www-01.ibm.com/support/docview.wss?

displayed uid=swg21672572
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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There are currently no QIDs associated with this CVE
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Kk kKR k.

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf003:*:*:*:*:*:*:

KKKk kK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf004:*:*:*:*:*:*:

Rk kL kKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf008:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf009:*:*:*:*:*:*:

SRk kL KRk,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf010:*:*:*:*:*:*:

SRk kL kKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf019:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:*:* %"

SRk Lk koK ok,

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf011:*:*:*:*:*:*:

KKk LKLk Lk,

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf021:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf022:*:*:*:*:*:*:

dkakukokakak.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf23:*:*:*:*:*:*:

dkakukakakuk.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf24:*:*:*:*:*:*:

akak kR kuk.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf26:*:*:*:*:*:*:

dkak Lk akakuk.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf27:*:*:*:*:*:*:



cpe:2.3:a:ibm:websphere_portal:8.0.0.0:*:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:ibm:websphere_portal:8.0.0.0:cf02:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:a:ibm:websphere_portal:8.0.0.0:cf03:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:ibm:websphere_portal:8.0.0.0:cf05:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:8.0.0.1:*:*:*:*:**:*:

dkakak ok akak.

cpe:2.3:a:ibm:websphere_portal:8.0.0.1:cf04:*:*:*:*:*:*:

Rk kR akak,

cpe:2.3:a:ibm:websphere_portal:8.0.0.1:cf05:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:6.1.0.0:*:*:*:":*:*:*:

cpe:2.3:a:ibm:websphere_portal:6.1.0.1 %" "

cpe:2.3:a:ibm:websphere_portal:6.1.0.2:*:":*:*:**:*:

cpe:2.3:a:ibm:websphere_portal:6.1.0.3:*:":*:*:"*:*:

cpe:2.3:a:ibm:websphere_portal:6.1.0.4:*:*:*:*:**:*:

cpe:2.3:a:ibm:websphere_portal:6.1.0.5:*:"*:*:**:*:

cpe:2.3:a:ibm:websphere_portal:6.1.0.6:*:":*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:6.1.5.0:*:* %"

cpe:2.3:a:ibm:websphere_portal:6.1.5.1:* % "

cpe:2.3:a:ibm:websphere_portal:6.1.5.2:*:* """

cpe:2.3:a:ibm:websphere_portal:6.1.5.3:*:*: """

cpe:2.3:a:ibm:websphere_portal:7.0.0.0:*:* %"

kKK kKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.0:cf001:*: " ™



cpe:2.3:a:ibm:websphere_portal:7.0.0.1 %" "

kKKK kK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf002:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf003:*:*:*:*:*:*:

Sk kKKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf004:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf006:*:*:*:*:*:*:

SRk Lk KRk,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf007:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf008:*:*:*:*:*:*:

SRk ok KRk,

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf009:*:*:*:*:*:*:

Kk kL Kk k.

cpe:2.3:a:ibm:websphere_portal:7.0.0.1:cf019:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:*:* %"

akk LKLk LK Lk,

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf021:*:*:*:*:*:*:

Kk Lk LKLk k,

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf022:*:*:*:*:*:*:

akakukakukuk.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf23:*:*:*:*:*:*:

akakukakukuk.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf24:*:*:*:*:*:*:

akak Lk akakak.

cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf26:*:*:*:*:*:*:



cpe:2.3:a:ibm:websphere_portal:7.0.0.2:cf27:*:**:*:*::

cpe:2.3:a:ibm:websphere_portal:8.0.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:8.0.0.0:cf01:*:*:*:*:*:*:

cpe:2.3:a:ibm:websphere_portal:8.0.0.0:cf02:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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