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Summary

CVE CVE-2014-0963

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-08 10:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The Reverse Proxy feature in IBM Global Security Kit (aka GSKit) in IBM Security Access Manager (ISAM) for Web 7.0 before 7.0.0-ISS-SAM-IF0006 and 8.0 before 8.0.0.3-ISS-WGA-IF0002 allows remote attackers to cause a denial of service (infinite loop) via crafted SSL messages.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ibm Security Access Manager For Web Appliance 7.0 All All All

Hardware Ibm Security Access Manager For Web Appliance 8.0 All All All

Hardware Ibm Security Access Manager For Web Appliance 7.0 All All All

Hardware Ibm Security Access Manager For Web Appliance 8.0 All All All

Application Ibm Security Access Manager For Web Software 7.0 All All All

Application Ibm Security Access Manager For Web Software 8.0 All All All

Application Ibm Security Access Manager For Web Software 7.0 All All All

Application Ibm Security Access Manager For Web Software 8.0 All All All

References
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IBM notice: The page you requested cannot be displayed

IBM Security Access Manager for Web CVE-2014-0963 Remote Denial of Service Vulnerability

IBM Security Bulletin: IBM Security Access Manager for Web High CPU utilization (CVE-2014-0963) - United States

IBM X-Force Exchange

Security Advisory SA59245 - IBM Security SiteProtector Two Vulnerabilities - Secunia

Security Bulletin: IBM Security SiteProtector System can be affected by a vulnerability in IBM Global Security Kit (CVE-2014-0963) and in Apache Struts V1.x (CVE-2014-0114)
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IBM Security Bulletin: Potential Security Vulnerabilities fixed in IBM WebSphere Application Server 7.0.0.33 - United States

IBM Security Network Protection SSL Processing Flaw Lets Remote Users Deny Service - SecurityTracker

Security Advisory SA58845 - IBM Sterling Connect:Direct for UNIX TLS Denial of Service Vulnerability - Secunia

Security Advisory SA59249 - IBM Security Network Protection GSKit TLS Denial of Service Vulnerability - Secunia

Security Bulletin: IBM Security Network Protection System CPU Utilization (CVE-2014-0963)

IBM Security Bulletin: Potential Security Vulnerabilities fixed in IBM WebSphere Application Server 8.0.0.9 - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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