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Summary

CVE CVE-2014-0972

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-01 11:13:00 UTC

Updated 2015-12-04 16:16:00 UTC

Description The kgsl graphics driver for the Linux kernel 3.x, as used in Qualcomm Innovation Center (QuIC) Android contributions for MSM devices and other products, does not properly prevent write access to IOMMU context registers, which allows local users to select a custom page table, and consequently write to arbitrary memory locations, by using a crafted GPU command stream to modify the contents of a certain register.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Codeaurora Android-msm 3.10 All All All

Operating System Codeaurora Android-msm 3.10.22 All All All

Operating System Codeaurora Android-msm 3.10.23 All All All

Operating System Codeaurora Android-msm 3.10.24 All All All

Operating System Codeaurora Android-msm 3.10.25 All All All

Operating System Codeaurora Android-msm 3.10.26 All All All

Operating System Codeaurora Android-msm 3.10.27 All All All

Operating System Codeaurora Android-msm 3.10.28 All All All

Operating System Codeaurora Android-msm 3.10.29 All All All

Operating System Codeaurora Android-msm 3.12.10 All All All

Operating System Codeaurora Android-msm 3.12.3 All All All

Operating System Codeaurora Android-msm 3.12.4 All All All

Operating System Codeaurora Android-msm 3.12.5 All All All

Operating System Codeaurora Android-msm 3.12.6 All All All

Operating System Codeaurora Android-msm 3.12.7 All All All

Operating System Codeaurora Android-msm 3.12.8 All All All

Operating System Codeaurora Android-msm 3.12.9 All All All
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Operating System Codeaurora Android-msm 3.12.9 All All All

Operating System Codeaurora Android-msm 3.13 All All All

Operating System Codeaurora Android-msm 3.13 rc1 All All

Operating System Codeaurora Android-msm 3.13 rc2 All All

Operating System Codeaurora Android-msm 3.13 rc3 All All

Operating System Codeaurora Android-msm 3.13 rc4 All All

Operating System Codeaurora Android-msm 3.13 rc5 All All

Operating System Codeaurora Android-msm 3.13 rc6 All All

Operating System Codeaurora Android-msm 3.13 rc7 All All

Operating System Codeaurora Android-msm 3.13 rc8 All All

Operating System Codeaurora Android-msm 3.13.1 All All All

Operating System Codeaurora Android-msm 3.13.2 All All All

Operating System Codeaurora Android-msm 3.14 rc1 All All

Operating System Codeaurora Android-msm 3.14 rc2 All All

Operating System Codeaurora Android-msm 3.2.54 All All All

Operating System Codeaurora Android-msm 3.4.72 All All All

Operating System Codeaurora Android-msm 3.4.73 All All All

Operating System Codeaurora Android-msm 3.4.74 All All All

Operating System Codeaurora Android-msm 3.4.75 All All All

Operating System Codeaurora Android-msm 3.4.76 All All All

Operating System Codeaurora Android-msm 3.4.77 All All All

Operating System Codeaurora Android-msm 3.4.78 All All All

Operating System Codeaurora Android-msm 3.4.79 All All All

Operating System Codeaurora Android-msm 3.10 All All All

Operating System Codeaurora Android-msm 3.10.22 All All All

Operating System Codeaurora Android-msm 3.10.23 All All All

Operating System Codeaurora Android-msm 3.10.24 All All All

Operating System Codeaurora Android-msm 3.10.25 All All All

Operating System Codeaurora Android-msm 3.10.26 All All All

Operating System Codeaurora Android-msm 3.10.27 All All All

Operating System Codeaurora Android-msm 3.10.28 All All All

Operating System Codeaurora Android-msm 3.10.29 All All All

Operating System Codeaurora Android-msm 3.12.10 All All All

Operating System Codeaurora Android-msm 3.12.3 All All All

Operating System Codeaurora Android-msm 3.12.4 All All All

Operating System Codeaurora Android-msm 3.12.5 All All All
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Operating System Codeaurora Android-msm 3.12.6 All All All

Operating System Codeaurora Android-msm 3.12.7 All All All

Operating System Codeaurora Android-msm 3.12.8 All All All

Operating System Codeaurora Android-msm 3.12.9 All All All

Operating System Codeaurora Android-msm 3.13 All All All

Operating System Codeaurora Android-msm 3.13 rc1 All All

Operating System Codeaurora Android-msm 3.13 rc2 All All

Operating System Codeaurora Android-msm 3.13 rc3 All All

Operating System Codeaurora Android-msm 3.13 rc4 All All

Operating System Codeaurora Android-msm 3.13 rc5 All All

Operating System Codeaurora Android-msm 3.13 rc6 All All

Operating System Codeaurora Android-msm 3.13 rc7 All All

Operating System Codeaurora Android-msm 3.13 rc8 All All

Operating System Codeaurora Android-msm 3.13.1 All All All

Operating System Codeaurora Android-msm 3.13.2 All All All

Operating System Codeaurora Android-msm 3.14 rc1 All All

Operating System Codeaurora Android-msm 3.14 rc2 All All

Operating System Codeaurora Android-msm 3.2.54 All All All

Operating System Codeaurora Android-msm 3.4.72 All All All

Operating System Codeaurora Android-msm 3.4.73 All All All

Operating System Codeaurora Android-msm 3.4.74 All All All

Operating System Codeaurora Android-msm 3.4.75 All All All

Operating System Codeaurora Android-msm 3.4.76 All All All

Operating System Codeaurora Android-msm 3.4.77 All All All

Operating System Codeaurora Android-msm 3.4.78 All All All

Operating System Codeaurora Android-msm 3.4.79 All All All

References

Reference Source Link

Unprivileged GPU command streams can change the IOMMU page table (CVE-2014-0972) | Code Aurora Forum CONFIRM www.codeaurora.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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