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CVE CVE-2014-0980
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-11 17:55:06 UTC
Updated 2026-04-29 01:13:23 UTC
Description Buffer overflow in Poster Software PUBLISH-IT 3.6d allows remote attackers to execute arbitrary code via a crafted PUI file
‘] i L |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

EPSS: 0.816120000 probability, percentile 0.991930000 (date 2026-05-04)
Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2014-0980/mitre
https://cve.report/CVE-2014-0980/nist
https://cve.report/CVE-2014-0980/cve_org
https://cve.report/api/cve/CVE-2014-0980.json
https://cve.report/CVE-2014-0980.pdf

Application Poster Software Publish It 3.6d All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da266110
Publish-It 3.6d Buffer Overflow ~ Packet Storm af854a3a-2127-422b-91ae-364da266110
osvdb.org/102911 af854a3a-2127-422b-91ae-364da266110
Publish-1t Buffer Overflow Vulnerability | CORE Security af854a3a-2127-422b-91ae-364da266110
Full Disclosure: CORE-2014-0001 - Publish-1t Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da266110
SecurityFocus af854a8a-2127-422b-91ae-364da266110
PosterSoftware Publish-it .PUI' File Handling Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da266110
Security Advisory SA56618 - PUBLISH-IT PUI Processing Buffer Overflow Vulnerability - Secunia  af854a3a-2127-422b-91ae-364da266110
Publish-It 3.6d - Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da266110
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/poster_software
http://cve.report/software/poster_software/publish_it
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/90989
http://packetstormsecurity.com/files/125089
http://osvdb.org/102911
http://www.coresecurity.com/advisories/publish-it-buffer-overflow-vulnerability
http://seclists.org/fulldisclosure/2014/Feb/34
http://www.securityfocus.com/archive/1/530943/100/0/threaded
http://www.securityfocus.com/bid/65366
http://secunia.com/advisories/56618
http://www.exploit-db.com/exploits/31461
https://www.cve.org/CVERecord?id=CVE-2014-0980
https://nvd.nist.gov/vuln/detail/CVE-2014-0980
https://cve.report/
https://uspto.report/company/Mitre-Corp
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