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CVE CVE-2014-0981
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-03-31 14:58:00 UTC
Updated 2018-10-09 19:42:00 UTC

Description VBox/GuestHost/OpenGL/util/net.c in Oracle VirtualBox before 3.2.22, 4.0.x before 4.0.24, 4.1.x before 4.1.32, 4.2.x before
i)

/ ]

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Vm Virtualbox 4.2.0 All All All
Application Oracle Vm Virtualbox 4.2.10 All All All
Application Oracle Vm Virtualbox 4212 All All All
Application Oracle Vm Virtualbox 4214 All All All
Application Oracle Vm Virtualbox 4.2.16 All All All
Application Oracle Vm Virtualbox 4218 All All All
Application Oracle Vm Virtualbox 422 All All All
Application Oracle Vm Virtualbox 4.2.20 All All All
Application Oracle Vm Virtualbox 424 All All All
Application Oracle Vm Virtualbox 426 All All All
Application Oracle Vm Virtualbox 428 All All All
Application Oracle Vm Virtualbox 4.3.0 All All All
Application Oracle Vm Virtualbox 4.3.2 All All All
Application Oracle Vm Virtualbox 43.4 All All All
Application Oracle Vm Virtualbox 4.3.6 All All All
Application Oracle Vm Virtualbox 4.2.0 All All All
Application Oracle Vm Virtualbox 4210 All All All
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Application Oracle Vm Virtualbox 4212 All All All

Application Oracle Vm Virtualbox 4214 All All All

Application Oracle Vm Virtualbox 4.2.16 All All All

Application Oracle Vm Virtualbox 4218 All All All

Application Oracle Vm Virtualbox 422 All All All

Application Oracle Vm Virtualbox 4.2.20 All All All

Application Oracle Vm Virtualbox 424 All All All

Application Oracle Vm Virtualbox 426 All All All

Application Oracle Vm Virtualbox 4.2.8 All All All

Application Oracle Vm Virtualbox 4.3.0 All All All

Application Oracle Vm Virtualbox 4.3.2 All All All

Application Oracle Vm Virtualbox 43.4 All All All

Application Oracle Vm Virtualbox 4.3.6 All All All

Reference Source Link
Oracle VirtualBox 3D Acceleration Memory Corruption Vulnerabilities MISC www
Full Disclosure: CORE-2014-0002 - Oracle VirtualBox 3D Acceleration Multiple Memory Corruption Vulnerabilities FULLDISC seclig
SecurityFocus BUGTRAQ www
Debian -- Security Information -- DSA-2904-1 virtualbox DEBIAN www
VirtualBox: Multiple vulnerabilities (GLSA 201612-27) — Gentoo security GENTOO secul
Oracle Critical Patch Update - April 2014 CONFIRM wWww
Oracle VirtualBox 3D Acceleration - Multiple Vulnerabilities EXPLOIT-DB  www
Security Advisory SA57384 - Oracle VirtualBox 3D Acceleration Multiple Privilege Escalation Vulnerabilities - Secunia  SECUNIA secul
Changeset 50437 — Oracle VM VirtualBox CONFIRM www
CVE Program record CVE.ORG www
NVD vulnerability detail NVD nvd.r
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://cve.report/vendor/oracle
http://cve.report/software/oracle/vm_virtualbox
http://www.coresecurity.com/advisories/oracle-virtualbox-3d-acceleration-multiple-memory-corruption-vulnerabilities
http://seclists.org/fulldisclosure/2014/Mar/95
http://www.securityfocus.com/archive/1/531418/100/0/threaded
http://www.debian.org/security/2014/dsa-2904
https://security.gentoo.org/glsa/201612-27
http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html
http://www.exploit-db.com/exploits/32208
http://secunia.com/advisories/57384
https://www.virtualbox.org/changeset/50437/vbox
https://www.cve.org/CVERecord?id=CVE-2014-0981
https://nvd.nist.gov/vuln/detail/CVE-2014-0981
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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