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CVE CVE-2014-100005
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Problem Types: CWE-352

CISA Known Exploited Vulnerability

Vendor D-Link

Product DIR-600 Router

Name D-Link DIR-600 Router Cross-Site Request Forgery (CSRF) Vulnerability

Required Action This vulnerability affects legacy D-Link products. All associated hardware revisions have reached their
end-of-life (EOL) or end-of-service (EOS) life cycle and should be retired and replaced per vendor
instructions.

Notes https://legacy.us.dlink.com/pages/product.aspx?id=4587b63118524aec911191cc81605283;

https://nvd.nist.gov/vuln/detail/CVE-2014-100005

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Hardware D-link Dir-60 - All
Hardware D-link Dir-60 - All
Operating System D-link Dir-600 Firmware All All
Hardware Dlink Dir-600 - All
Operating System Dlink Dir-600 Firmware All All

EPSS: 0.407580000 probability, percentile 0.973520000 (date 2026-04-02)
CISA KEV: Listed on 2024-05-16; due 2024-06-06; ransomware use Unknown

Edition

All

All

All

All

All

Published 2015-01-13 11:59:00 UTC
Updated 2023-11-08 20:19:00 UTC
Description Multiple cross-site request forgery (CSRF) vulnerabilities in D-Link DIR-600 router (rev. Bx) with firmware before 2.17b02 al

Language

All

All

All

All

All
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Reference Source Link

D-Link Technical Support CONFIRM  securityadvisories.dlink.com
From CSRF to Unauthorized Remote Admin Access - InfoSec Institute MISC resources.infosecinstitute.co
IBM X-Force Exchange XF exchange.xforce.ibmcloud.cc

Security Advisory SA57304 - D-Link DIR-600 Cross-Site Request Forgery Vulnerability - Secunia  SECUNIA  secunia.com

CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
CISA Known Exploited Vulnerabilities catalog CISA WWW.Cisa.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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