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CVE CVE-2014-10072

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-27 22:29:00 UTC

Updated 2018-10-31 10:29:00 UTC

Description In utils.c in zsh before 5.0.6, there is a buffer overflow when scanning very long directory paths for symbolic links.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Zsh Project Zsh All
Application Zsh Project Zsh All

Update Edition Language
All All All
All All All

References
Reference Source
SourceForge MISC
Red Hat Customer Portal REDHAT
USN-3593-1: Zsh vulnerabilities | Ubuntu security notices UBUNTU
Red Hat Customer Portal REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link Tags

sourceforge.net Patch, Third Party Advisory
access.redhat.com

usn.ubuntu.com

access.redhat.com

WWw.Cve.org canonical

nvd.nist.gov canonical, analysis

753235 SUSE Enterprise Linux Security Update for zsh (SUSE-SU-2022:14910-1)
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https://sourceforge.net/p/zsh/code/ci/3e06aeabd8a9e8384ebaa8b08996cd1f64737210
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