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Summary

CVE CVE-2014-10077

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-06 15:29:00 UTC

Updated 2018-12-13 20:30:00 UTC

Description Hash#slice in lib/i18n/core_ext/hash.rb in the i18n gem before 0.8.0 for Ruby allows remote attackers to cause a denial of service (application crash) via a call in a situation where :some_key is present in keep_keys but not present in the hash.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application I18n Project I18n All All All All

Application I18n Project I18n All All All All

References

Reference Source Link

Teach Hash#slice to only include keys that exist in original by lmarlow · Pull Request #289 · ruby-i18n/i18n · GitHub MISC github.com

Adding OSVDB-121500 for i18n by reedloden · Pull Request #182 · rubysec/ruby-advisory-db · GitHub MISC github.com

[SECURITY] [DLA 1584-1] ruby-i18n security update MLIST lists.debian.org

Release v0.8.0 · ruby-i18n/i18n · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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