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CVE CVE-2014-1202
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-25 01:55:05 UTC
Updated 2026-04-29 01:13:23 UTC
Description The WSDL/WADL import functionality in SoapUl before 4.6.4 allows remote attackers to execute arbitrary Java code via a ¢

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

EPSS: 0.173470000 probability, percentile 0.950770000 (date 2026-05-03)
Problem Types: CWE-94 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2014-1202/mitre
https://cve.report/CVE-2014-1202/nist
https://cve.report/CVE-2014-1202/cve_org
https://cve.report/api/cve/CVE-2014-1202.json
https://cve.report/CVE-2014-1202.pdf

Application Eviware Soapui 2.5.1 All All All
Application Eviware Soapui 3.0.1 All All All
Application Eviware Soapui 35 All All All
Application Eviware Soapui 3.5.1 All All All
Application Eviware Soapui 3.6 All All All
Application Eviware Soapui 3.6.1 All All All
Application Smartbear Soapui 4.0 All All All
Application Smartbear Soapui 4.0 betal All All
Application Smartbear Soapui 4.0 beta2 All All
Application Smartbear Soapui 4.0.1 All All All
Application Smartbear Soapui 45 All All All
Application Smartbear Soapui 451 All All All
Application Smartbear Soapui 452 All All All
Application Smartbear Soapui 4.6.0 All All All
Application Smartbear Soapui 4.6.1 All All All
Application Smartbear Soapui 4.6.2 All All All
Application Smartbear Soapui All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link

Information Security: SoapUl Code Execution Vulnerability - CVE-2014-1202 af854a3a-2127-422b-91ae-364da2661108 baraktawily.blogs
SoapUl 4.6.3 - Remote Code Execution af854a3a-2127-422b-91ae-364da2661108  www.exploit-db.c
soapui/RELEASENOTES.ixt at master - SmartBear/soapui - GitHub af854a3a-2127-422b-91ae-364da2661108  github.com
SoapUl Code Execution Vulnerability PoC CVE-2014-1202 - YouTube af854a3a-2127-422b-91ae-364da2661108  www.youtube.cor
SoapUl Remote Code Execution =~ Packet Storm af854a3a-2127-422b-91ae-364da2661108 packetstormsecu
CVE Program record CVE.ORG WWWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996540 Java (Maven) Security Update for com.smartbear.soapui:soapui (GHSA-c2fp-mpmm-cgxv)


http://cve.report/vendor/eviware
http://cve.report/software/eviware/soapui
http://cve.report/vendor/eviware
http://cve.report/software/eviware/soapui
http://cve.report/vendor/eviware
http://cve.report/software/eviware/soapui
http://cve.report/vendor/eviware
http://cve.report/software/eviware/soapui
http://cve.report/vendor/eviware
http://cve.report/software/eviware/soapui
http://cve.report/vendor/eviware
http://cve.report/software/eviware/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/smartbear
http://cve.report/software/smartbear/soapui
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://baraktawily.blogspot.com/2014/01/soapui-code-execution-vulnerability-cve.html
http://www.exploit-db.com/exploits/30908
https://github.com/SmartBear/soapui/blob/master/RELEASENOTES.txt
http://www.youtube.com/watch?v=3lCLE64rsc0
http://packetstormsecurity.com/files/124773/SoapUI-Remote-Code-Execution.html
https://www.cve.org/CVERecord?id=CVE-2014-1202
https://nvd.nist.gov/vuln/detail/CVE-2014-1202
http://cve.report/qid/996540
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