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CVE CVE-2014-1213
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-02-10 23:55:00 UTC

Updated 2018-10-09 19:42:00 UTC

/ ]

Risk And Classification

Description Sophos Anti-Virus engine (SAVi) before 3.50.1, as used in VDL 4.97G 9.7.x before 9.7.9, 10.0.x before 10.0.11, and 10.3.x

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Sophos Scanning Engine All All
Application Sophos Sophos Anti-virus 10.0.11 All
Application Sophos Sophos Anti-virus 10.0.11 All

Edition Language
All All
All All
All All

References

Reference

CVE-2014-1213

Sophos Anti-Virus ACL Error Lets Local Users Deny Service - SecurityTracker

Sophos Anti-Virus CVE-2014-1213 Local Denial of Service Vulnerability

Windows based Sophos Anti-Virus engine (SAVi) vulnerability fixed in the January update
102762

Sophos Anti-Virus Denial Of Service = Packet Storm

SecurityFocus

Full Disclosure: CVE-2014-1213 - Denial of Service in Sophos Anti Virus

CVE Program record

NVD vulnerability detail

1

Source
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BID
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Link Tag
www.portcullis-security.com
www.securitytracker.com
www.securityfocus.com
www.sophos.com

osvdb.org
packetstormsecurity.com
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https://cve.report/
https://cve.report/CVE-2014-1213/mitre
https://cve.report/CVE-2014-1213/nist
https://cve.report/CVE-2014-1213/cve_org
https://cve.report/CVE-2014-1213.pdf
http://cve.report/vendor/sophos
http://cve.report/software/sophos/scanning_engine
http://cve.report/vendor/sophos
http://cve.report/software/sophos/sophos_anti-virus
http://cve.report/vendor/sophos
http://cve.report/software/sophos/sophos_anti-virus
http://www.portcullis-security.com/security-research-and-downloads/security-advisories/cve-2014-1213/
http://www.securitytracker.com/id/1029713
http://www.securityfocus.com/bid/65286
http://www.sophos.com/en-us/support/knowledgebase/2300/7200/1031/120401.aspx
http://osvdb.org/102762
http://packetstormsecurity.com/files/125024/Sophos-Anti-Virus-Denial-Of-Service.html
http://www.securityfocus.com/archive/1/530915/100/0/threaded
http://seclists.org/fulldisclosure/2014/Feb/1
https://www.cve.org/CVERecord?id=CVE-2014-1213
https://nvd.nist.gov/vuln/detail/CVE-2014-1213

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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