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CVE-2014-1250

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCCICAC Certain versions of Quicktime from Apple contain the following
’ vulnerability:

Apple QuickTime before 7.7.5 does not properly perform a byte-
swapping operation, which allows remote attackers to execute arbitrary
code or cause a denial of service (out-of-bounds memory access and
application crash) via a crafted ttfo element in a movie file.

CVE-2014-1250 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE_
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
About the security content of OS X Mavericks v10.9.2 and Security Update 2014- & CONFIRM
001 - Apple Support support.apple.com/kb/HT6150
About the security content of QuickTime 7.7.5 - Apple Support & CONFIRM

support.apple.com/kb/HT6151

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:apple:quicktime:7.0.0:*:* "

cpe:2.3:a:apple:quicktime:7.0. 1" ™

cpe:2.3:a:apple:quicktime:7.0.2:*: "
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cpe:2.3:a:apple:quicktime:7.1.6: " ™

cpe:2.3:a:apple:quicktime:7.2.0:

cpe:2.3:a:apple:quicktime:7.2.1:

cpe:2.3:a:apple:quicktime:7.3.0: ™

cpe:2.3:a:apple:quicktime:7.3.1:

Kk kKK oKLk,

cpe:2.3:a:apple:quicktime:7.3.1.70: " ™

cpe:2.3:a:apple:quicktime:7.4.0:

cpe:2.3:a:apple:quicktime:7.4. 1

cpe:2.3:a:apple:quicktime:7.4.5:

cpe:2.3:a:apple:quicktime:7.5.0: "

cpe:2.3:a:apple:quicktime:7.5.5:

cpe:2.3:a:apple:quicktime:7.6.0: %"

cpe:2.3:a:apple:quicktime:7.6.1:* "%

cpe:2.3:a:apple:quicktime:7.6.2:*: " " *:

cpe:2.3:a:apple:quicktime:7.6.5: %"

cpe:2.3:a:apple:quicktime:7.6.6:*:* """

cpe:2.3:a:apple:quicktime:7.6.7:* """

cpe:2.3:a:apple:quicktime:7.6.8: """

cpe:2.3:a:apple:quicktime:7.6.9:*: "

cpe:2.3:a:apple:quicktime:7.60.92.0:*:*: """

cpe:2.3:a:apple:quicktime:7.62.14.0: ="

akLk LKLk LK LK LK,

cpe:2.3:a:apple:quicktime:7.64.17.73:*:" "

cpe:2.3:a:apple:quicktime:7.65.17.80:*: " ::
cpe:2.3:a:apple:quicktime:7.66.71.0:*:** "
cpe:2.3:a:apple:quicktime:7.67.75.0:*: "
cpe:2.3:a:apple:quicktime:7.68.75.0:*:* "
cpe:2.3:a:apple:quicktime:7.69.80.9:*: " *:*:
cpe:2.3:a:apple:quicktime:7.7.0:*

cpe:2.3:a:apple:quicktime:7.7.1: "



cpe:2.3:a:apple:quicktime:7.7.2:*

.*.*.*.*.*.*.*.

cpe:2.3:a:apple:quicktime:7.7.3:

Kk kKK kLK,

cpe:2.3:a:apple:quicktime:7.71.80.42: """
cpe:2.3:a:apple:quicktime:7.0.0:*: ™
cpe:2.3:a:apple:quicktime:7.0.1:* % *
cpe:2.3:a:apple:quicktime:7.0.2:% %%
cpe:2.3:a:apple:quicktime:7.0.3:*: "™
cpe:2.3:a:apple:quicktime:7.0.4: " "

cpe:2.3:a:apple:quicktime:7.1.0:*:

dkakakakakakak.

cpe:2.3:a:apple:quicktime:7.1.1:

dkakak ok akakak.

cpe:2.3:a:apple:quicktime:7.1.2:

cpe:2.3:a:apple:quicktime:7.1.3:* "%

cpe:2.3:a:apple:quicktime:7.1.4:* %

cpe:2.3:a:apple:quicktime:7.1.5:% "

cpe:2.3:a:apple:quicktime:7.1.6:* """

cpe:2.3:a:apple:quicktime:7.2.0:*: "

Cpe 2.3:a: apple qu|th|me 7.2 q ek

cpe:2.3:a:apple:quicktime:7.3.0:*: "

cpe:2.3:a:apple:quicktime:7.3.1: " ™

akLk KKK LKLk,

cpe:2.3:a:apple:quicktime:7.3.1.70: """

cpe:2.3:a:apple:quicktime:7.4.0:*:* "
cpe:2.3:a:apple:quicktime:7.4.1: "
cpe:2.3:a:apple:quicktime:7.4.5:% % "
cpe:2.3:a:apple:quicktime:7.5.0:*: "
cpe:2.3:a:apple:quicktime:7.5.5:% "

cpe:2.3:a:apple:quicktime:7.6.0:

cpe:2.3:a:apple:quicktime:7.6.1:



cpe:2.3:a:apple:quicktime:7.6.2:*:**:*
cpe:2.3:a:apple:quicktime:7.6.5:*:***
cpe:2.3:a:apple:quicktime:7.6.6: "
cpe:2.3:a:apple:quicktime:7.6.7:
cpe:2.3:a:apple:quicktime:7.6.8: "
cpe:2.3:a:apple:quicktime:7.6.9:

*uk ok

cpe:2.3:a:apple:quicktime:7.60.92.0:* "

dkak kR kR k.

cpe:2.3:a:apple:quicktime:7.62.14.0: "

dk kR ok ak Rk,

cpe:2.3:a:apple:quicktime:7.66.71.0: %"

*uk ok

cpe:2.3:a:apple:quicktime:7.67.75.0:* %"
cpe:2.3:a:apple:quicktime:7.68.75.0: """
cpe:2.3:a:apple:quicktime:7.69.80.9: """ *:*:
cpe:2.3:a:apple:quicktime:7.7.0:* %
cpe:2.3:a:apple:quicktime:7.7.1: "

cpe:2.3:a:apple:quicktime:7.7.2:* "

cpe:2.3:a:apple:quicktime:7.7.3:* "

No vendor comments have been submitted for this CVE
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