
CVE-2014-1295
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2014-1295

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-23 11:52:00 UTC

Updated 2019-03-08 16:06:00 UTC

Description Secure Transport in Apple iOS before 7.1.1, Apple OS X 10.8.x and 10.9.x through 10.9.2, and Apple TV before 6.1.1 does not ensure that a server's X.509 certificate is the same during renegotiation as it was before renegotiation, which allows man-in-the-middle attackers to obtain sensitive information or modify TLS session data via a "triple handshake attack."

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os 7.0 All All All

Operating System Apple Iphone Os 7.0.1 All All All

Operating System Apple Iphone Os 7.0.2 All All All

Operating System Apple Iphone Os 7.0.3 All All All

Operating System Apple Iphone Os 7.0.4 All All All

Operating System Apple Iphone Os 7.0.5 All All All

Operating System Apple Iphone Os 7.0.6 All All All

Operating System Apple Iphone Os 7.0 All All All

Operating System Apple Iphone Os 7.0.1 All All All

Operating System Apple Iphone Os 7.0.2 All All All

Operating System Apple Iphone Os 7.0.3 All All All

Operating System Apple Iphone Os 7.0.4 All All All

Operating System Apple Iphone Os 7.0.5 All All All

Operating System Apple Iphone Os 7.0.6 All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Mac Os X 10.8.0 All All All

Operating System Apple Mac Os X 10.8.1 All All All
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Operating System Apple Mac Os X 10.8.1 All All All

Operating System Apple Mac Os X 10.8.2 All All All

Operating System Apple Mac Os X 10.8.3 All All All

Operating System Apple Mac Os X 10.8.4 All All All

Operating System Apple Mac Os X 10.8.5 All All All

Operating System Apple Mac Os X 10.8.5 supplemental_update All All

Operating System Apple Mac Os X 10.9 All All All

Operating System Apple Mac Os X 10.9.1 All All All

Operating System Apple Mac Os X 10.9.2 All All All

Operating System Apple Mac Os X 10.8.0 All All All

Operating System Apple Mac Os X 10.8.1 All All All

Operating System Apple Mac Os X 10.8.2 All All All

Operating System Apple Mac Os X 10.8.3 All All All

Operating System Apple Mac Os X 10.8.4 All All All

Operating System Apple Mac Os X 10.8.5 All All All

Operating System Apple Mac Os X 10.8.5 supplemental_update All All

Operating System Apple Mac Os X 10.9 All All All

Operating System Apple Mac Os X 10.9.1 All All All

Operating System Apple Mac Os X 10.9.2 All All All

Operating System Apple Tvos 6.0 All All All

Operating System Apple Tvos 6.0.1 All All All

Operating System Apple Tvos 6.0.2 All All All

Operating System Apple Tvos 6.0 All All All

Operating System Apple Tvos 6.0.1 All All All

Operating System Apple Tvos 6.0.2 All All All

Operating System Apple Tvos All All All All

References

Reference Source Link Tags

NEOHAPSIS - Peace of Mind Through Integrity and Insight APPLE archives.neohapsis.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight APPLE archives.neohapsis.com

Triple Handshakes Considered Harmful: Breaking and Fixing Authentication over TLS MISC secure-resumption.com Exploit

NEOHAPSIS - Peace of Mind Through Integrity and Insight APPLE archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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