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Summary

CVE CVE-2014-1303

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-26 14:55:00 UTC

Updated 2016-12-08 03:04:00 UTC

Description Heap-based buffer overflow in Apple Safari 7.0.2 allows remote attackers to execute arbitrary code and bypass a sandbox protection mechanism via unspecified vectors, as demonstrated by Liang Chen during a Pwn2Own competition at CanSecWest 2014.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Safari 7.0.2 All All All

Application Apple Safari 7.0.2 All All All

References

Reference

About the security content of iTunes 12.0.1 - Apple Support

NEOHAPSIS - Peace of Mind Through Integrity and Insight

NEOHAPSIS - Peace of Mind Through Integrity and Insight

Pwn2Own results for Thursday (Day Two) - PWN2OWN

NEOHAPSIS - Peace of Mind Through Integrity and Insight

Zero Day Initiative na Twitterze: "Safari falls; congratulations to Liang Chen of Keen Team. Apple, join us in the Chamber of Disclosures. Next round at noon. #pwn2own"

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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