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Summary

CVE CVE-2014-1348

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-01 10:17:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description Mail in Apple iOS before 7.1.2 advertises the availability of data protection for attachments but stores cleartext attachments under mobile/Library/Mail/, which makes it easier for physically proximate attackers to obtain sensitive information by mounting the data partition.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os 7.0 All All All

Operating System Apple Iphone Os 7.0.1 All All All

Operating System Apple Iphone Os 7.0.2 All All All

Operating System Apple Iphone Os 7.0.3 All All All

Operating System Apple Iphone Os 7.0.4 All All All

Operating System Apple Iphone Os 7.0.5 All All All

Operating System Apple Iphone Os 7.0.6 All All All

Operating System Apple Iphone Os 7.1 All All All

Operating System Apple Iphone Os 7.0 All All All

Operating System Apple Iphone Os 7.0.1 All All All

Operating System Apple Iphone Os 7.0.2 All All All

Operating System Apple Iphone Os 7.0.3 All All All

Operating System Apple Iphone Os 7.0.4 All All All

Operating System Apple Iphone Os 7.0.5 All All All

Operating System Apple Iphone Os 7.0.6 All All All

Operating System Apple Iphone Os 7.1 All All All

Operating System Apple Iphone Os All All All All
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Operating System Apple Iphone Os All All All All

References

Reference Source

Apple iOS 'MobileMail.app' Local Information Disclosure Vulnerability BID

NEOHAPSIS - Peace of Mind Through Integrity and Insight APPLE

NEOHAPSIS - Peace of Mind Through Integrity and Insight APPLE

Andreas Kurtz: What Apple Missed to Fix in iOS 7.1.1 MISC

Apple iOS Bugs Let Remote Users Execute Arbitrary Code and Let Local Applications Gain Elevated Privileges - SecurityTracker SECTRACK

Apple iOS Prior to 7.1.2 Multiple Security Vulnerabilities BID

About the security content of iOS 8 - Apple Support CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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