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Summary

CVE CVE-2014-1399

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-10 15:29:00 UTC

Updated 2018-05-18 12:19:00 UTC

Description The entity wrapper access API in the Entity API module 7.x-1.x before 7.x-1.3 for Drupal might allow remote authenticated users to bypass intended access restrictions on referenced entities via unspecified vectors.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Entity Api Project Entity Api 7.x-1.0 All All All

Application Entity Api Project Entity Api 7.x-1.1 All All All

Application Entity Api Project Entity Api 7.x-1.2 All All All

Application Entity Api Project Entity Api 7.x-1.0 All All All

Application Entity Api Project Entity Api 7.x-1.1 All All All

Application Entity Api Project Entity Api 7.x-1.2 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All
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IBM X-Force Exchange

1050802 – (CVE-2014-1398, CVE-2014-1399, CVE-2014-1400) CVE-2014-1398 CVE-2014-1399 CVE-2014-1400 drupal7-entity: multiple access bypass vulnerabilities

Drupal Entity API Module Multiple Access Bypass Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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