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The default configuration for bccache.FileSystemBytecodeCache in Jinja2 before 2.7.2 does not properly create temporary
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pocoo Jinja2 2.0 - All All
Pocoo Jinja2 2.0 rci All All
Pocoo Jinja2 2.1 All All All
Pocoo Jinja2 2.1.1 All All All
Pocoo Jinja2 2.2 All All All
Pocoo Jinja2 2.2.1 All All All
Pocoo Jinja2 2.3 All All All
Pocoo Jinja2 2.3.1 All All All
Pocoo Jinja2 2.4 All All All
Pocoo Jinja2 2.4 All All All
Pocoo Jinja2 2.5 All All All
Pocoo Jinja2 2.5.1 All All All
Pocoo Jinja2 25.2 All All All
Pocoo Jinja2 253 All All All
Pocoo Jinja2 254 All All All
Pocoo Jinja2 255 All All All
Pocoo Jinja2 2.6 All All All
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About Secunia Research | Flexera

Jinja2 Changelog — Jinja2 Documentation (2.8-dev)

Gentoo Linux Documentation -- Jinja2: Multiple vulnerabilities

Security Advisory SA60738 - Gentoo update for jinja - Secunia

Support / Security / Advisories / / MDVSA-2014:096 | Mandriva

oss-security - CVE Request: python-jinja2: arbitrary code execution vulnerability

Security Advisory SA58783 - Oracle Linux update for python-jinja2 - Secunia

[El-errata] ELSA-2014-0747 Moderate: Oracle Linux 6 python-jinja2 security update

Security Advisory SA56287 - Jinja Filesystem Cache Insecure File Creation Security Issue - Secunia

#734747 - jinja2: CVE-2014-1402: jinja2.bccache.FileSystemBytecodeCache: insecure default directory - Debian Bug report logs
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Magela Advisory: MGASA-2014-0028 - Updated python-jinjaz package fixes two security vuinerabilities COUNFIRN
oss-security - Re: CVE Request: python-jinja2: arbitrary code execution vulnerability MLIST
Security Advisory SA58918 - Red Hat update for python33-python-jinja2 and python27-python-jinja2 - Secunia SECUNIA
1051421 — (CVE-2014-1402) CVE-2014-1402 python-jinja2: FileSystemBytecodeCache insecure cache temporary file use CONFIRNM
Security Advisory SA59017 - Red Hat update for python-jinja2 - Secunia SECUNIA
CVE Program record CVE.ORC
NVD vulnerability detail NVD

(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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