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Summary

CVE CVE-2014-1452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-21 15:17:00 UTC

Updated 2023-11-07 02:18:00 UTC

Description Stack-based buffer overflow in lib/snmpagent.c in bsnmpd, as used in FreeBSD 8.3 through 10.0, allows remote attackers to cause a denial of service (daemon crash) and possibly execute arbitrary code via a crafted GETBULK PDU request.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 8.3 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.1 p4 All All

Operating System Freebsd Freebsd 9.1 p5 All All

Operating System Freebsd Freebsd 9.2 All All All

Operating System Freebsd Freebsd 9.2 prerelease All All

Operating System Freebsd Freebsd 9.2 rc1 All All

Operating System Freebsd Freebsd 9.2 rc2 All All

Operating System Freebsd Freebsd 10.0 All All All

Operating System Freebsd Freebsd 8.3 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.1 p4 All All

https://cve.report/
https://cve.report/CVE-2014-1452/mitre
https://cve.report/CVE-2014-1452/nist
https://cve.report/CVE-2014-1452/cve_org
https://cve.report/api/cve/CVE-2014-1452.json
https://cve.report/CVE-2014-1452.pdf
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd


Operating System Freebsd Freebsd 9.1 p4 All All

Operating System Freebsd Freebsd 9.1 p5 All All

Operating System Freebsd Freebsd 9.2 All All All

Operating System Freebsd Freebsd 9.2 prerelease All All

Operating System Freebsd Freebsd 9.2 rc1 All All

Operating System Freebsd Freebsd 9.2 rc2 All All

References

Reference Source

Security Advisory SA56496 - FreeBSD bsnmpd &quot;GETBULK PDU&quot; Request Processing Buffer Overflow Vulnerability - Secunia SECUNIA

ViewVC Exception

FreeBSD-SA-14:01 FREEBSD

FreeBSD bsnmpd 'GETBULK PDU' Request Remote Stack Buffer Overflow Vulnerability BID

[base] Revision 260636 CONFIRM

FreeBSD bsnmpd Stack Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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