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CVE CVE-2014-1452
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-21 15:17:00 UTC
Updated 2023-11-07 02:18:00 UTC
Description Stack-based buffer overflow in lib/snmpagent.c in bsnmpd, as used in FreeBSD 8.3 through 10.0, allows remote attackers t
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 10.0 All All All
Operating System Freebsd Freebsd 8.3 All All All
Operating System Freebsd Freebsd 8.4 All All All
Operating System Freebsd Freebsd 9.0 All All All
Operating System Freebsd Freebsd 9.1 All All All
Operating System Freebsd Freebsd 9.1 p4 All All
Operating System Freebsd Freebsd 9.1 p5 All All
Operating System Freebsd Freebsd 9.2 All All All
Operating System Freebsd Freebsd 9.2 prerelease All All
Operating System Freebsd Freebsd 9.2 rci All All
Operating System Freebsd Freebsd 9.2 rc2 All All
Operating System Freebsd Freebsd 10.0 All All All
Operating System Freebsd Freebsd 8.3 All All All
Operating System Freebsd Freebsd 8.4 All All All
Operating System Freebsd Freebsd 9.0 All All All
Operating System Freebsd Freebsd 9.1 All All All
Operating System Freebsd Freebsd 9.1 p4 All All
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Operating System Freebsd Freebsd 9.1 p5 All All
Operating System Freebsd Freebsd 9.2 All All All
Operating System Freebsd Freebsd 9.2 prerelease All All
Operating System Freebsd Freebsd 9.2 rci All All
Operating System Freebsd Freebsd 9.2 rc2 All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376437 Free Berkeley Software Distribution (FreeBSD) Advisory for bsnmpd Denial of Service (DoS) Vulnerablity
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