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Summary

CVE CVE-2014-1459

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-11 17:55:00 UTC

Updated 2018-10-09 19:42:00 UTC

Description SQL injection vulnerability in dg-admin/index.php in doorGets CMS 5.2 and earlier allows remote authenticated administrators to execute arbitrary SQL commands via the _position_down_id parameter. 

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Doorgets Doorgets Cms 3.0 All All All

Application Doorgets Doorgets Cms 4.0 All All All

Application Doorgets Doorgets Cms 3.0 All All All

Application Doorgets Doorgets Cms 4.0 All All All

Application Doorgets Doorgets Cms All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

doorGets CMS 5.2 - SQL Injection Vulnerability EXPLOIT-DB www.exploit-db.com

Patch sérurity · doorgets/doorGets@6b81541 · GitHub CONFIRM github.com

SecurityFocus BUGTRAQ www.securityfocus.com

doorGets CMS 5.2 SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

File Not Found MISC www.htbridge.com

doorGets CMS '/dg-admin/index.php' SQL Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/api/cve/CVE-2014-1459.json
https://cve.report/CVE-2014-1459.pdf
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http://cve.report/vendor/doorgets
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http://cve.report/vendor/doorgets
http://cve.report/software/doorgets/doorgets_cms
https://exchange.xforce.ibmcloud.com/vulnerabilities/90967
http://www.exploit-db.com/exploits/31521
https://github.com/doorgets/doorGets/commit/6b81541fc1e5dd1c70614585c1a04d04ccdb3b19
http://www.securityfocus.com/archive/1/530931/100/0/threaded
http://packetstormsecurity.com/files/125078
https://www.htbridge.com/advisory/HTB23197
http://www.securityfocus.com/bid/65439
https://www.cve.org/CVERecord?id=CVE-2014-1459
https://nvd.nist.gov/vuln/detail/CVE-2014-1459


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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