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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-1477

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback

2014-02-06 05:44:00 UTC

2020-08-07 19:36:00 UTC

Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 27.0, Firefox ESR 24.x before 24.3, Thun

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux_enterprise_server

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All
Reference

Security Advisory SA56761 - Red Hat update for firefox - Secunia

Oracle Solaris Bulletin - April 2016

Access Denied

Security Advisory SA56706 - Cyberfox Multiple Vulnerabilities - Secunia

Access Denied

Debian -- Security Information -- DSA-2858-1 iceweasel

Security Advisory SA56787 - Mozilla Firefox Multiple Vulnerabilities - Secunia

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
953114 — Assertion failure: MIR instruction returned value with unexpected type, at jit/lonMacroAssembler.cpp:1223
[security-announce] openSUSE-SU-2014:0212-1: important: Mozilla Firefox

[SECURITY] Fedora 20 Update: thunderbird-24.3.0-1.fc20

Security Advisory SA56858 - Debian update for iceweasel - Secunia

937697 — Dangerous crash on Heap, possibly near [@ js::jit::CharCodeAt]

IBM X-Force Exchange

921470 — Assertion failure: [barrier verifier] Unmarked edge: baseline-monitor-typeobject, at gc/Verifier.cpp:569
936808 — Intermittent test_sanitySimpletest.html | application terminated with exit code 11 | application crashed [@ PK11_ImportCert]
Gentoo Security

8pecxstudios.com

925896 — UAF in signaling_unittests

USN-2102-1: Firefox vulnerabilities | Ubuntu

Security Advisory SA56888 - Ubuntu update for firefox - Secunia

951366 — Assertion failure: obj, at dist/include/js/Value.h:527 or Crash on Heap with gcPreserveCode

[SECURITY] Fedora 19 Update: thunderbird-24.3.0-1.fc19

Red Hat Customer Portal

937132 — LifoAlloc missing overflow checks

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2014-1477 Multiple Memory Corruption Vulnerabilities

MFSA 2014-01: Miscellaneous memory safety hazards (rv:27.0 / rv:24.3)

USN-2119-1: Thunderbird vulnerabilities | Ubuntu

Security Advisory SA56767 - Mozilla Firefox / Thunderbird / SeaMonkey Multiple Vulnerabilities - Secunia

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - Security Tracker

[security-announce] SUSE-SU-2014:0248-1: important: Security update for
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http://www.oracle.com/technetwork/topics/security/bulletinapr2016-2952098.html
https://bugzilla.mozilla.org/show_bug.cgi?id=945334
http://secunia.com/advisories/56706
https://bugzilla.mozilla.org/show_bug.cgi?id=950000
http://www.debian.org/security/2014/dsa-2858
http://secunia.com/advisories/56787
http://www.securitytracker.com/id/1029721
https://bugzilla.mozilla.org/show_bug.cgi?id=953114
http://lists.opensuse.org/opensuse-security-announce/2014-02/msg00004.html
http://lists.fedoraproject.org/pipermail/package-announce/2014-February/127966.html
http://secunia.com/advisories/56858
https://bugzilla.mozilla.org/show_bug.cgi?id=937697
https://exchange.xforce.ibmcloud.com/vulnerabilities/90899
https://bugzilla.mozilla.org/show_bug.cgi?id=921470
https://bugzilla.mozilla.org/show_bug.cgi?id=936808
https://security.gentoo.org/glsa/201504-01
https://8pecxstudios.com/?page_id=44080
https://bugzilla.mozilla.org/show_bug.cgi?id=925896
http://www.ubuntu.com/usn/USN-2102-1
http://secunia.com/advisories/56888
https://bugzilla.mozilla.org/show_bug.cgi?id=951366
http://lists.fedoraproject.org/pipermail/package-announce/2014-February/129218.html
http://rhn.redhat.com/errata/RHSA-2014-0132.html
https://bugzilla.mozilla.org/show_bug.cgi?id=937132
http://www.securityfocus.com/bid/65317
http://www.mozilla.org/security/announce/2014/mfsa2014-01.html
http://www.ubuntu.com/usn/USN-2119-1
http://secunia.com/advisories/56767
http://www.securitytracker.com/id/1029717
http://lists.opensuse.org/opensuse-security-announce/2014-02/msg00010.html

Red Hat Customer Portal

102864

Downloads

945939 — Use-after-free or worse in ValueNumberer::lookupValue

USN-2102-2: Firefox regression | Ubuntu

[security-announce] openSUSE-SU-2014:0213-1: important: Mozilla updates

950438 — Assertion failure: Double input should be equal or higher than Lowerbound., at jit/lonMacroAssembler.cpp
download.novell.com/Download

[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates

Security Advisory SA56763 - Red Hat update for thunderbird - Secunia

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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