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CVE CVE-2014-1478
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-06 05:44:00 UTC
Updated 2020-08-21 18:40:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 27.0 and SeaMonkey before 2.24 allow re

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Oracle Solaris 11.3 All All All
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Operating System Oracle Solaris 11.3 All All All
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Oracle Solaris Bulletin - April 2016

942152 — Assertion failure: ss->ssl3.hs.hashType == handshake_hash_unknown

938431 — Assertion failure: consumer->isConsistentFloat32Use(), at jit/lonAnalysis.cpp

Security Advisory SA56706 - Cyberfox Multiple Vulnerabilities - Secunia

Security Advisory SA56787 - Mozilla Firefox Multiple Vulnerabilities - Secunia

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
102865

939472 — "Assertion failure: view" with gcslice and neuter

Access Denied

[security-announce] openSUSE-SU-2014:0212-1: important: Mozilla Firefox

Access Denied

Gentoo Security

8pecxstudios.com

USN-2102-1: Firefox vulnerabilities | Ubuntu

Security Advisory SA56888 - Ubuntu update for firefox - Secunia

Access Denied

Access Denied

Access Denied

Access Denied

Access Denied

MFSA 2014-01: Miscellaneous memory safety hazards (rv:27.0 / rv:24.3)

Access Denied

Security Advisory SA56767 - Mozilla Firefox / Thunderbird / SeaMonkey Multiple Vulnerabilities - Secunia

Access Denied

Access Denied

932162 — Crash in mozilla::dom::indexedDB::IndexedDatabaseManager::AddRef invoked by mozilla::dom::indexedDB::FileInfo::Cleanup in cy
Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - Security Tracker
USN-2102-2: Firefox regression | Ubuntu

IBM X-Force Exchange

[security-announce] openSUSE-SU-2014:0213-1: important: Mozilla updates
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Y442 /8 — OdinVionkey: Grash |@ ]s::INvoke]

Access Denied

925308 — Assertion failure: *(int*)size_ >= 0, at vm/SPSProfiler.cpp:196

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2014-1478 Multiple Memory Corruption Vulnerabilities

[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates

Security Advisory SA56922 - SUSE update for Multiple Mozilla Packages - Secunia

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
Access Denied
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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