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Mozilla Firefox before 27.0 on Android 4.2 and earlier creates system-log entries containing profile paths, which allows attar
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Google Android 4.2 All All All
Google Android 4.2 All All All
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
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Oracle Solaris Bulletin - April 2016

Mozilla Firefox for Android Profile Paths Leak Information Disclosure Vulnerability
20140326 Firefox for Android Profile Directory Derandomization and Data Exfiltration (CVE-2014-1484, CVE-2014-1506, CVE-2014-1515, CV
[security-announce] openSUSE-SU-2014:0212-1: important: Mozilla Firefox

IBM X-Force Exchange

953993 — (CVE-2014-1484) Fennec leaks profile path to logcat

[security-announce] SUSE-SU-2014:0248-1: important: Security update for

102870

Mozilla Firefox Lets Local Users Obtain Potentially Sensitive Information - SecurityTracker
MFSA 2014-06: Profile path leaks to Android system log

CVE Program record

NVD vulnerability detail

4 i1l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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