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CVE CVE-2014-1488
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-06 05:44:00 UTC
Updated 2020-08-21 18:37:00 UTC
Description The Web workers implementation in Mozilla Firefox before 27.0 and SeaMonkey before 2.24 allows remote attackers to exe

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 12.10 All All All
Operating System Canonical Ubuntu Linux 13.10 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Suse Linux Enterprise Desktop 11 sp3 All All


https://cve.report/
https://cve.report/CVE-2014-1488/mitre
https://cve.report/CVE-2014-1488/nist
https://cve.report/CVE-2014-1488/cve_org
https://cve.report/api/cve/CVE-2014-1488.json
https://cve.report/CVE-2014-1488.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop

Operating System Suse Linux Enterprise Desktop 11 sp3 All All
Operating System Suse Linux Enterprise Server 11 sp3 All All
Operating System Suse Linux Enterprise Server 11 sp3 All All
Operating System Suse Linux Enterprise Server 11 sp3 All All
Operating System Suse Linux Enterprise Server 11 sp3 All All
Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All
Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All
Reference
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Oracle Solaris Bulletin - April 2016

Security Advisory SA56706 - Cyberfox Multiple Vulnerabilities - Secunia

Security Advisory SA56787 - Mozilla Firefox Multiple Vulnerabilities - Secunia

Mozilla Firefox/SeaMonkey CVE-2014-1488 Remote Code Execution Vulnerability

[security-announce] openSUSE-SU-2014:0212-1: important: Mozilla Firefox

Gentoo Security

8pecxstudios.com

USN-2102-1: Firefox vulnerabilities | Ubuntu

Security Advisory SA56888 - Ubuntu update for firefox - Secunia

950604 — (CVE-2014-1488) Firefox reproducibly crashes when using asm.js code in workers and transferable objects

MFSA 2014-11: Crash when using web workers with asm.js

Security Advisory SA56767 - Mozilla Firefox / Thunderbird / SeaMonkey Multiple Vulnerabilities - Secunia

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
[security-announce] SUSE-SU-2014:0248-1: important: Security update for

IBM X-Force Exchange

USN-2102-2: Firefox regression | Ubuntu

[security-announce] openSUSE-SU-2014:0419-1: important: Mozilla updates

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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